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Abstract
Separation logic (SL) has been a tried and tested method for
specifying the behavior of heap-manipulating programs. We
apply property-based testing (PBT) to these specifications
for C programs, generating inputs that satisfy preconditions
and checking that postconditions hold. Besides providing a
specification language for testing, using SL means that PBT
can act as a stepping stone towards full verification. We have
previously developed tools that explore three generation
techniques for SL specifications in the fragment supported
by the CN verifier. Ongoing and future work develops Aus-
tenTest, a standalone tool that uses a separation-logic IR
covering a larger SL fragment. AustenTest will be a publicly
available, supported tool for other separation-logic verifiers
to be able to use. Simultaneously, we areworking on applying
grammar-based fuzzing as a fourth approach to generation.

CCS Concepts: • Software and its engineering→ Soft-
ware testing and debugging; • Theory of computation
→ Program specifications; Separation logic.
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1 Motivation
Systems software is what everything runs upon, and so
should be correct. Many techniques have been applied to
gaining assurances about the correctness of software in low-
level languages like C, with one approach being formal veri-
fication. There have been many tools built for formal veri-
fication of C programs, but on a per-function basis, formal
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verification is typically all-or-nothing, meaning either the
proof succeeds or fails. Fulminate [4] takes specifications for
CN [9] and checks that they hold at runtime, providing a
potential test oracle. As such, we will largely focus on the
CN fragment of separation logic.
A common lightweight method of gaining assurance is

testing. Unit tests are cheap to write, but only check specific
fixed inputs. Fuzz testing explores many inputs, but requires
a harness which serves as the entrypoint. While there has
been work on library fuzzing, these tools run the risk of false
positives. We would instead like to apply property-based
testing (PBT) [5], which checks executable properties across
many randomly generated inputs, on a per-function basis.

While PBT has been applied in low-level languages like C
before, the user is required to write random input generators
by hand due to the lack of information provided by the weak
C type system. We would like to take CN preconditions for a
given function (which can constrain heap shapes and values),
synthesize a random generator of precondition-satisfying
inputs, and see if Fulminate detects an error during its ex-
ecution. If it does, we’ve discovered a mismatch between
specification and implementation, with the user deciding
which is wrong. Due to the testing being performed at a
per-function level, the failures are more local. Since this
same specification can also be used for verification with
CN, property-based testing provides a direct stepping stone
toward greater assurance before continuing on to full proof.

2 Problem
Core synthesis problem. Let 𝑓 (𝑥) have separation-logic

contract {Pre} 𝑓 (𝑥) {Post}. The core synthesis problem is to
generate concrete arguments 𝑣 and an initial heap 𝐻 such
that for a store 𝜎 binding 𝑥 to 𝑣 ,

(𝜎, 𝐻 ) |= Pre.

We must generate the arguments, allocate and place values
in the heap, and then invoke 𝑓 . The difficulty is not to find
one model of Pre, but to generate many diverse satisfying
inputs.

Costs of input generation. Multiple factors interact when
determining an effective generation technique. A campaign
pays an initial synthesis cost 𝑇synth to translate, analyze, and
compile a specification. Each test then incurs recurring costs
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𝑇sample , 𝑇FUT , and 𝑇oracle for input generation, function execu-
tion, and oracle evaluation, respectively. 𝑇synth determines
how quickly testing can begin, while the recurring costs de-
termine how many useful executions fit into the available
time. Input quality matters too: a generator is useful when it
reaches diverse behavior, not when it generates many similar
inputs. While developers are changing specs, they may run
testing for less than a minute, like traditional PBT [6]. A
more expensive generator synthesis technique must make
up its cost through better or faster inputs.

Completed foundation. The completed work establishes
three points in the design space. Bennet compiles CN specs
to randomized backtracking C generators and uses blame-
directed backtracking to regenerate failed choices [2]. Lucas
uses runtime abstract interpretation to narrow choices be-
fore generation and refine regeneration after a failure [3].
Darcy chooses a random path through the precondition and
solves the constraints on that path using MaxSMT for diver-
sity [1]. Bennet and Lucas provide fast tests when constraints
can be resolved locally, while Darcy can generate inputs for
complex interconnected preconditions at a much higher per-
input cost. The largest contrast is seen for Bennet’s ring
queue case study, whose push function causes Darcy to stall
on a recursive constraint, taking roughly three to three and
a half hours to generate 100 inputs, versus about three sec-
onds for Bennet and Lucas. At the other extreme, Darcy was
applied to the production pKVM hyp allocator, whose com-
plex preconditions Bennet and Lucas were unable to test.
These cases show that no technique is universally best. All
three nevertheless remain coupled to CN’s representation
and generate heaps and arguments directly.

Specification formats. VeriFast [7] and VCDryad [8] use
different specification languages than CN’s. A testing tool
tied to one separation logic syntax cannot directly be applied
to the exact same specs for a different verifier. We’d like a
common separation-logic IR that verifiers can export, so that
we can use a single testing backend.

The representation of generated inputs. The current
systems make choices that directly build a heap and argu-
ments. An alternative is to synthesize a small program that
constructs the input. Grammar-based generators such as
ISLa and FANDANGO combine structured generation with
semantic constraints [10, 13], but here our constraints de-
pend on the heap built by the generated program. We hope
to derive grammar constraints from a separation-logic pre-
condition and to restrict rules which would construct invalid
heaps.

More empirical evidence. The Bennet, Lucas, and Darcy
case studies let us measure AustenTest’s coverage and bug
finding, but are rather limited. The VCDryad benchmarks
would provide many more functions with specifications. Pos-
sibly selected SL-VC tasks could be adapted as well. Historical

Defects4C bugs would offer a real-world dataset, but a newly
written specification can be wrong. The evaluation must
therefore separate a genuine implementation failure from a
specification-induced false positive.
Two questions guide the proposed work. How well does

AustenTest find bugs and cover target code? When do the
existing tools and grammar-based fuzzing each work best?

3 Approach
A shared separation-logic IR.. The ongoing AustenTest

implementation exposes a common separation-logic IR for
testing. CN has been modified to export its specifications
to this IR, and we are developing a VCDryad frontend that
does the same. AustenTest can then consume the same rep-
resentation to generate inputs for the target function. The
exporter boundary keeps source-language differences out of
the testing engines.

Synthesizing input-building programs. Instead of gen-
erating a heap and argument tuple directly, the new approach
generates a program that allocates memory, assigns vari-
ables, sets fields, and calls functions. The separation-logic
precondition supplies semantic constraints over the program
grammar, so a derivation describes both how to build an in-
put and the relationships that input must satisfy. We plan
to restrict the grammar to prevent definitely incorrect pro-
grams, such as allocating too little memory for a node in a
linked list. This approach also means that any failure-causing
programs can be presented to the user as a readable output
(as opposed to a dump of the heap).

Roadmap. The milestones are to stabilize the Austen-
Test IR, complete the VCDryad frontend, implement the
precondition-constrained construction grammar, add always-
invalid-program pruning, and compare all four generation
techniques. If possible, we will also include tasks from SL-VC
by converting their specifications to CN or VCDryad. We
will record specification constructs that the IR cannot yet
represent. If pruning provides no end-to-end benefit, the
constrained grammar is still an interesting baseline, and the
negative result will be informative.

4 Evaluation Methodology
Existing Bennet, Lucas, and Darcy case studies span a range
of heap-manipulating workloads, including recursive and
position-independent data structures, allocator implemen-
tations, and critical code examples. By implementing the
VCDryad frontend and applying AustenTest to the published
benchmark of 152 annotated C routines, we will greatly grow
our evaluation. If feasible, we will also include tasks from
SL-VC by converting their specifications to either CN or
VCDryad [11]. Defects4C will provide a separate corpus of
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real-world bugs [12], for which we will write new speci-
fications. These large-scale experiments will address two
questions.

RQ1: How well does AustenTest find bugs and cover
code? On the Bennet, Lucas, and Darcy case studies, repeated
fixed-budget trials will report code coverage, valid target
executions, bugs found, and time to each failure, reusing the
existing faults and mutants. The VCDryad (and maybe SL-
VC) tasks will additionally show how many specifications
fall within our supported fragment, which constructs are
unsupported, and how input generation performs on the
supported preconditions.

For eligible Defects4C functions, we will write separation-
logic specifications and test the buggy versions. Each failure-
producing input will be replayed on the corresponding fixed
version.Wewill count a defect as found only when the failure
occurs on the buggy revision and not on the fixed revision.
We will assume that a failure that occurs after the fix is a
specification-induced false positive.

RQ2:When does each generation technique work best?
Across shared case studies, we will compare Bennet-style
randomized backtracking, Lucas-style runtime abstract in-
terpretation, Darcy-style constraint solving, and grammar-
based fuzzing of input-construction programs. All configura-
tions will receive the same wall-clock budget, cores, bounds,
and random seeds. Measurements will distinguish𝑇synth,𝑇opt ,
𝑇sample, 𝑇FUT , and 𝑇oracle, and will report rejected construc-
tions, valid executions, structural and value diversity, code
coverage, bugs found, and time to each failure. Results will be
grouped by relevant specification features, such as recursive
functions, arrays, and pointer arithmetic. Due to fuzzing’s
speed, grammar-based fuzzing may not incur much over-
head relative to Bennet and Lucas, unlike Darcy. Simultane-
ously, due to tools like FANDANGO’s success at generating
complicated constrained inputs, it may also be able to test
the pKVM hyp allocator, which currently only Darcy can.
Success would yield a comprehensive evaluation of the work-
loads, determining when each technique is effective.
Threats include the diversity of the benchmarks devel-

oped by others and errors in newly written specifications
for Defects4C affecting the input distribution generated. We
will publish the written Defects4C and converted SL-VC
specifications.
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