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Property-based testing of C programs can be automated by synthesizing random input generators from
separation-logic specifications. Existing work in this space, such as the Bennet testing tool, uses randomized
backtracking search, generating random values and checking them against constraints, backtracking on failure.
Although this approach performs well on simple recursive heap structures, it struggles as constraints grow more
complex, particularly when they involve pointer arithmetic—as, for example, in the many forms of specialized
storage allocators that arise in low-level systems software. Existing work uses targeted optimizations and
heuristics to satisfy specific classes of constraints, but this requires continual expansion as new special cases
arise, resulting in complex tools.

We reframe generation as the iterative refinement of abstract domain elements, where sampling a concrete
value is the final refinement. By applying abstract interpretation at runtime to obtain an abstract element, we
obtain a lightweight form of constraint solving and propagation that enables randomized testing of programs
with complex preconditions. We identify three strategies for applying abstract interpretation: (1) speculative
refinement, refining abstract elements before sampling based on immediately following constraints, (2) corrective
refinement, calculating “desired” abstract elements from information gleaned from failed constraints, and (3)
cascading propagation, propagating information from failures to components of compound expressions. We
formalize these ideas in a generator DSL whose monadic semantics are parametric over abstract domains.

We implement this DSL in a new tool called Lucas and evaluate it on sixteen workloads: the six original
case studies from the Bennet paper, six position-independent data structures, and four free-list allocators.
Comparing configurations with and without refinement, we find that refinement finds bugs in all four allocators
and in two of the position-independent data structures that Bennet-style random backtracking fails to find.
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1 Introduction

Property-based testing (PBT) is a popular method for random testing. Initiated by the QuickCheck
library in Haskell [17], PBT has since been deployed in a wide range languages and tools, from
interactive theorem provers (such as Rocq [33] and Isabelle [9]) and functional languages (such as
OCaml [53] and Scala [42]) to low-level languages including C [57].

PBT depends on input generators to produce random values that can be used to evaluate whether
an executable property holds of the system under test. These generators must often be written
manually, in particular when the property under test has a sparse precondition, so that simple
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rejection sampling—blindly generating random inputs and throwing away those that fail the
precondition—wastes most of its time generating and discarding invalid tests.

A promising alternative is to use an executable variant of separation logic [49] for specifying
preconditions. Separation logic is already used by a large number of verification tools for low-level
languages, including Infer [10], VST [6, 11, 58], VeriFast [31], Viper [40], Gillian [23, 35], and
CN [47]. While separation logic is primarily used for full-blown correctness proofs, there has also
been some work on using separation-logic specifications to inform test input generation, most
recently with Bennet [3], which synthesizes input generators from CN preconditions. Bennet runs
on top of Fulminate [7], a lower-level tool that instruments C functions based on preconditions
and postconditions. Bennet provides input generators for sparse preconditions while Fulminate
checks executable postconditions, allowing us to automatically apply PBT to a C function with a CN
specification.

The primary bottleneck in this process turns out to be the speed at which useful inputs can be
generated. Bennet works by converting CN preconditions into a dedicated generator DSL, which
is optimized and compiled into a testing harness in C. The compiled generators use randomized
backtracking search: they incrementally check generated values against relevant constraints and,
after a violation, regenerate the relevant parts of the input. While backtracking is lightweight
and performs well for simple data structures, it struggles as the number of constraints increases,
especially those involving complex bitvector formulas. Bennet uses targeted optimizations and
heuristics to handle specific constraint classes, such as linear inequalities and alignment require-
ments, but this approach requires continual expansion and has complicated the system over time.
For example, Bennet pattern-matches on expressions of the form x < e, where all variables in e are
defined before x, and it restricts the generated values of x to be less than e. It includes many similar
patterns to account for different types of casts. Also, in addition to logical constraints (x == y + z),
Bennet must deal with resource constraints, which correspond to exclusive memory ownership in
the original specification (“p points to 8 bytes of exclusively owned memory”). When an assignment
requires more memory than is currently allocated, Bennet reports a dedicated allocation failure,
requiring a separate case in the DSL’s semantics.

The observation motivating the present work is that both logical and resource constraints can
be captured by abstract domains. Rather than handling allocation failures separately, as Bennet
does, we model the allocation state around a pointer—how many bytes must be valid before and
after it—as an abstract domain. Generation then becomes iterative refinement of abstract elements,
where each constraint refines the element from which values are sampled and a concrete value
is the final refinement, and we can apply runtime abstract interpretation, using backward abstract
transformers to obtain an abstract element from which sampling is more likely to satisfy a given
constraint. This process acts as a form of lightweight constraint solving and propagation, allowing
us to test programs with complex ownership involving pointer arithmetic, such as allocators. We
identify three separate strategies for applying abstract interpretation: (1) speculative refinement,
refining the abstract element before sampling based on the immediately following constraints, (2)
corrective refinement, obtaining “desired” abstract elements from failed constraints and carrying
them back as information, and (3) cascading propagation, propagating information from failures to
components of compound expressions.

We formalize these ideas in a new generator DSL whose monadic semantics are parametric over
an abstract domain, building upon Bennet’s original semantics. This scheme naturally extends
to products of the allocation domain with others, such as wrapped intervals [25, 41] and congru-
ences [29]. For example, wrapped intervals can solve linear inequalities without resorting to narrow
optimizations, while congruences can handle alignment constraints. In particular, speculative
refinement replaces Bennet’s pattern-based specializations with backward abstract transformers
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supplied by the selected domains. Thanks to the allocation abstract domain, the special casing from
the Bennet DSL largely disappears.

We implement the new DSL in a tool called Lucas, reusing the CN and Bennet frontends. We
evaluate Lucas’s bug-finding performance under various configurations, enabling and disabling
different refinement strategies, both on the six original Bennet case studies and on ten new case
studies: six position-independent data structures and four free-list allocators.

In summary, our contributions are:

e We demonstrate how runtime abstract interpretation can perform lightweight constraint
solving and propagation for random input generation. We frame generation as iterative
refinement of abstract elements and identify three strategies for applying abstract interpre-
tation: speculative refinement (refining before sampling), corrective refinement (obtaining
desired abstractions from failed constraints), and cascading propagation (propagating failure
information to subexpressions) (Section 2).

e We formalize these ideas in a new generator DSL, generic over abstract domains, that builds on
Bennet’s original monadic semantics. We show how allocation requirements can be captured
by an abstract domain and combined via reduced products with domains such as wrapped
intervals and congruences to handle more complex constraints (Section 3).

e We describe Lucas, an implementation of this DSL that reuses the CN and Bennet frontends
(Section 4), and evaluate its bug-finding performance against a Bennet-style baseline on the
six original Bennet case studies plus ten new workloads, featuring six position-independent
data structures and four free-list allocators (Section 5).

We conclude with related work (Section 6) and a discussion of limitations and future work (Section 7).

2 Overview

In this section, we motivate our work by walking through a CN predicate describing “intrusive”
linked lists and showing how Fulminate [7] can check this predicate against a concrete heap. We
then derive a random generator from this predicate using the translation strategy from the original
Bennet tool. We illustrate why Bennet’s backtracking search struggles to satisfy the predicate and
how runtime abstract interpretation addresses the issue.

2.1 Checking that a Heap Satisfies a Precondition

Consider a function that swaps the integers referenced by two pointers. Both pointers must be valid
pointers to integers. In separation logic, we can express this requirement as 3n,m. p+—n * g m.
The separating conjunction (x) asserts that the heap consists of two disjoint parts: one where p
maps to n and one where g maps to m. While this may not be strictly necessary for this swap, it
allows for convenient compositional reasoning in program verification. Given a concrete heap, one
way to check this condition would be to enumerate partitions of the heap into two disjoint parts,
one for each conjunct. If the wrong partitioning is selected, the checker would have to backtrack,
potentially searching over exponentially many partitions.

Furthermore, checking existentially quantified for-
mulas can also involve backtracking: checking aheap yoid swap(int *p, int xq) {
against dp. p — 27 could require iterating over every int tmp = *p;
address in the heap, and within a larger formula one
may need to backtrack among several candidate point-
ers. Fortunately, in many useful specifications, the exis-
tentially quantified variables are uniquely determined
by the values of the function arguments and the heap.

*p = *q;
*q = tmp;
3
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For example, given 3v.p — v, a concrete heap, and the value of p, we can simply look up the value
stored at p. This restriction, combined with limiting disjunctions to if-statements, is enforced by
the syntax of CN’s specification language. Banerjee et al. [7] showed that this restricted syntax
allows a formula to be checked effectively against a heap at runtime.

To understand CN’s syntax, let’s return to the formula 3v. p — v, where p is given. We’ll assume
for this example that heaps store only integers. We would like to transform this formula into a
function, which captures the intuition for taking a concrete heap and reading the value of v from it.

The type of the points-to relation is — : Heap — Loc — Z — B. For all types A, the set
of functions of type A — B is isomorphic to P (A). Therefore, the type of — is equivalent to
Heap — Loc — P(Z). However, since there is a single value at a given location in a heap (or none
at all), this is equivalent to Heap — Loc — Option Z, which captures the ability to take a concrete
heap and read the value stored in it.

We can solve our problem with separating conjunctions and exponential partitions by remov-
ing the Heap argument and replacing our option monad (Option Z) with a state-option monad
(MarkedHeap — Option (Z,MarkedHeap)). The points-to operation takes a heap and, if the given
location is present in the domain of the heap and was previously unmarked, marks it as “owned,”
returning the updated heap along with the value read from that location. If a location is already
marked, we return None, guaranteeing exclusive ownership. This new points-to function, of type
Loc — MarkedHeap — Option (Z,MarkedHeap), captures the intuition of CN’s read-write owner-
ship primitive, RW.! Any use of the RW primitive is equivalent to the grounded existentials we’ve
discussed, where they are uniquely determined by the arguments and the heap. As such, CN does
not have general existential quantifiers, only allowing new values to be introduced via RW. Now
checking p — n * q + mis just calling RW on p, marking it in the heap, and returning n, then calling
RW on g on the updated heap. If p = q, the second call sees q is already marked and returns None.
This guarantees the disjointness implied by the separating conjunction.

In CN’s syntax, the specification for swap
uses take constructs, which can be thought of requires

as monadic binds in a language like Haskell. take n = RW<int>(p);
Each take passes the Ma rkedHeap state r‘?s}llt' take m = RW<int>(q);
ing from its body to the following lines, exiting ensures

early with None if the body returned None. The

= <int> ;

first take binds the value at p to n, and the tallze n_a:ter ~ RW %nt (p);

second binds the value at q to m. The postcondi- take m_after = RW<int>(q);
n == m_after; m == n_after;

tion says that, after swap, the value at p equals
the old value of q and vice versa. The logical
constraints (n == m_after and m == n_after) are evaluated as guards, returning None if false.

Now, let us consider a more complicated example: an implicit free list allocator. An implicit free
list organizes a contiguous buffer into a sequence of blocks, each beginning with a header that
stores the block’s size and whether it is allocated or free. There is no explicit linked list of free
blocks. Instead, the allocator traverses the list implicitly by advancing from one header to the next
using the size field. The C struct and the CN datatype we need are shown below.

struct block_header { unsigned int raw_size; }

datatype block_list = { Nil {3},
Cons { u32 size, boolean is_free, datatype block_list tl 3} }

ICurrent versions of CN call this primitive RW (read-write permission), while earlier versions, including the one used by
Aamer and Pierce [3], called it Owned.
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We will define a predicate, BlockList, which will take a pointer to the first element and a pointer
to the end of the allocation region, recursively building a list of blocks.

First, let us understand the memory layout. Each block’s header packs the block’s payload size
and an allocation bit into a single unsigned int, effectively forming an intrusive linked list over
the raw memory. The diagram below shows a buffer containing two allocated blocks and one free.

hdr = size|alloc_bit

8|1 payload 4]0 payload 8|1 payload

0x1000 0x1004 0x100C ox1010 0x1014 0x1018 0x1020

The header contains the size of the node (excluding the header itself). The last bit is used to mark
whether or not the block has been allocated. We can write a CN predicate that walks the block list:

predicate (datatype block_list) BlockList(
pointer p, pointer end

) |
if (p >= end) {
assert(p == end);
return Nil {3};
} else {

take H = RW<block_header>(p);
let size = H.raw_size & (~1u32);

let is_free = (H.raw_size & 1u32) == 0Qu32;
let q = array_shift<char>(p, sizeof<block_header>);
let payload_size = is_free ? size : 0Qu32;

take Payload = each (u64 i; i < (u64)payload_size) {
RW<char>(array_shift<char>(q, i))

1

let next = array_shift<char>(q, (u64)size);

take Rest = BlockList(next, end);

return Cons{size: size, is_free: is_free, tl: Rest}; } }

This predicate uses several CN constructs beyond the take/RW pattern introduced earlier. CN’s
pointer arithmetic uses array_shift<char>(p, n), which is equivalent to the C expression
((char*)p) + n.It also uses each, which expresses iterated ownership:
take Payload = each (u64 i; i < n) { RW<char>(...) } takes ownership of n consecutive
bytes, binding the result to Payload. When a block is allocated (is_free is false), payload_size is
zero and the loop claims nothing. When it is free, the loop claims ownership of every payload byte.

Consider the heap we showed in the diagram, a contiguous buffer at address 0x1000 containing
three blocks, two allocated and one free. We check BlockList with p = @x1000 and end = 0x1020.

Since p < end, we take the else branch. We take ownership of the header via
RW<block_header>(0x1000), marking @x1000-0x1004 as owned and binding H to {raw_size = 9}.
We compute size =9& ~ 1 =8and is_free = ((9 & 1) = 0) = false, so the block is allocated.
Since is_free is false, payload_size = 0 and the each loop iterates zero times. We compute
g = 0x1004 and next = 0x1004 + 8 = @x100C, then recurse.

In the second call with p = @x100C, we again take the else branch. The header at 0x100C yields
raw_size =4, giving size = 4 and is_free = true (the alloc bit is 0). Now payload_size = 4, so
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the each loop takes ownership of 4 bytes at 0x1010-0x1014. We compute next = 0x1010 + 4 =
0x1014 and recurse.

In the third call with p = 0x1014, the header yields raw_size =9, so size = 8 and is_free =
false. The each loop again iterates zero times. We compute next = 0x1018+8 = 0x1020. Recursing
with p = 0x1020, we find p > end and p = end, so the assertion passes and we return Nil {J.

Unwinding the recursion, the predicate returns the blocks: [(8, false), (4, true), (8,
false)]. All memory has been marked with no overlapping ownership and all assertions satisfied,
so the predicate is satisfied.

2.2 Generating Heaps with Lucas
We have now seen how to check whether a concrete heap satisfies a predicate. What about generating
a heap that satisfies it?

Building on the intuition of Banerjee et al. [7], Aamer and Pierce [3] observed a natural interpre-
tation of CN predicates as generators. They defined a generator DSL capturing this intuition and a
translation from CN specifications to the DSL. We reuse the basic syntax and translation from CN,
but provide it with novel semantics and extend the syntax.

When translating, each take/RW, which reads from the heap and marks ownership, becomes a
let*/arbitrary that generates a random value and an assignment (: =) that writes it to the heap.
Assertions remain assertions, and pure expressions are unchanged. The translated generator for
BlockList is shown below.

generator (datatype block_list) GenBlockList(
pointer p, pointer end
) A
if (p >= end) {
assert(p == end);
return (Nil {3});
} else {
letx H = arbitrary<block_header>();
block_header p := H;
let size = H.raw_size & (~1u32);
let is_free = (H.raw_size & 1u32) == Qu32;
let q = array_shift<char>(p, sizeof<block_header>);
let payload_size = is_free ? size : Qu32;
map (u64 i; i < (u64)payload_size) {
letx ¢ = arbitrary<char>();
char array_shift<char>(q, i) := c;
return c
1
let next = array_shift<char>(q, (u64)size);
let*x rest = GenBlockList(next, end);
return (Cons { size: size, is_free: is_free, tl: rest });

Compared with the predicate in Section 2.1, take H = RW<block_header>(p) became
letx H = arbitrary<block_header>() followed by block_header p := H, which generates a
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random header and writes it to the heap (checking that it does not overlap previous assignments).
The each loop became a map, which generates and assigns each byte of the payload, while everything
else remains the same.

This generation process is captured in a monad that threads the heap state through computations
and supports exceptions for backtracking. When a constraint is violated or an assignment fails,
the generator backtracks to an earlier choice point and retries. In order to generate pointers, we
allocate a large buffer when the testing harness begins and randomly choose locations contained
within that buffer. This allows us to easily randomize the placement of data in memory. Then a
given pointer p is valid if it lies within the buffer.? We do this so that we can get a good shuffling of
the order of pointers, as opposed to simply relying on the non-determinism of malloc.

Suppose we call GenBlockList(p, end) with p = 0x0800 and end = 0x1020, where 0x0800
lies outside our pre-allocated pointer generation buffer. Since p < end, we enter the else branch
and generate a random header H via letx H = arbitrary<block_header>(). We then try to
write it with block_header p := H, but the assignment fails because 9x0800 is not valid memory.
At this point we need p to point to at least sizeof (block_header) bytes of writable memory. We
backtrack, carrying that allocation requirement to the caller, which regenerates p as 0x1000 (inside
the buffer) and calls GenBlockList again.

Now consider the same situation two recursive calls deep: block A at 9x1000 and block B at
0x100C have already been generated, and next = array_shift<char>(q, size) haslanded at
an address outside the buffer. The allocation failure is not about the original p but about the size
chosen for block B one level up. We need to propagate this requirement back through the call
stack. Rather than special-casing array_shift, we treat allocation requirements as an abstract
domain (made concrete in the next subsection). We fix block B’s size and apply backward ab-
stract interpretation to determine what memory q needed. We use overapproximate backward
abstract interpretation, where, given a constraint, it determines an abstract element for each vari-
able such that all satisfying assignments are possible. For example, if block B’s size is 4 and q
is array_shift<char>(p, sizeof<block_header>), then next is array_shift<char>(q, 4).
If we know that next must be a valid pointer to 4 bytes of memory, then we can calculate
that g must point to at least 8 bytes of valid memory, and then p must point to at least 8 +
sizeof<block_header> bytes of valid memory. This is cascading propagation.

Suppose instead the assignment at @x1000 succeeds: we mark bytes 0x1000-0x1004 as assigned
(the header) and obtain a random H with, say, raw_size = OxFFFE, so the block is free. After
masking, size = OxFFFE is far larger than the buffer. The map loop tries to write @xFFFE payload
bytes starting at @x1004, which immediately fails. We backtrack to the 1et* where H was generated
and try again.

What if size were merely large enough to overshoot end? For example, size = 24 places the
next block at @x101C, which is fine, but a further recursive call finds p = 0x1038 > end, and the
assertion assert(p == end) fails. Blind backtracking would discard all generated blocks and start
over. Instead, we carry an interval for size (e.g. [0, end — q]) back to the choice point, so the next
attempt picks a value that keeps the block list within bounds. It is important to note that this is
not relational. Rather, we substitute the concrete values of end and q before applying backward
abstract interpretation. This is corrective refinement.

Finally, suppose the allocator enforces a minimum block size (assert(size >= 4) after comput-
ing size). Rather than generating arbitrary headers and discarding those that violate the constraint,
we apply backward abstract interpretation before sampling: the assertion gives us a lower bound on

2Some functions may depend on a pointer being malloc’d, so that it may be free’d. Fulminate does not support such
specifications, and since we use it as our checker, we can’t either.
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size,and from size = H.raw_size & (.1u32) we derive an interval for raw_size that satisfies
the constraint. We then sample raw_size directly from that interval, avoiding wasted attempts.
This is speculative refinement.

2.3 The Allocation Domain

We next show how allocation information forms an abstract domain. This domain is non-relational,
meaning that each variable has its information tracked independently. We then define a basis, which
shows how to abstract a single variable. An element of the abstract domain would then be a map
from variable names to elements of the basis.

An assignment in the DSL to an address implies two requirements: (1) the entire assignment lies
within allocated memory and (2) no other assignment overwrites it.

For each RW that appears in the CN specification, a corresponding assignment is generated
for placing a value at that location. In order to maintain the requirement that RW’d locations are
non-overlapping, we ensure that our assignments also don’t overlap (i.e., no byte is written to
twice). This requirement is naturally handled by the randomness of pointer generation.

The first, however, is a constraint on the amount of memory that must be writable before and
after a given pointer. That is, for a pointer p, what are the maximum n and m such thatp + nis
a valid pointer and p - mis too? Since pointers are just bit vectors, the range of valid memory
locations is much smaller than all possible values of a pointer.

The requirement for a pointer to have n bytes al-
located after (or before) it can be captured by a non- T: (0,0)
relational abstract domain. For each pointer, we track a ’
pair (b, a) representing the number of bytes that must \
be valid before and after the address. These pairs form (1,0) (0,1)
a lattice (Figure 1): the top element (0, 0) imposes no al- \ /
location requirement, and elements grow more precise
as b or a increases, with L representing any unsatis- (1’, 1)
fiable requirement where b + a exceeds the maximum ' :
allocation size. This lattice will be the “allocation basis”.

If an assignment fails due to the address p not being
able to have 8 bytes written to it, then the allocation
info corresponding to p would be (0, 8). If we had no
prior information about p, it would’ve been T, so the
failure moves p down the l;.ittice, re.stricting its possi- an address. The bottom element represents
ble values. When a constraint requires more memory - )

. . . any unsatisfiable allocation where b + a >
around a pointer than is already available, that con- y\y /| oc.
straint’s requirement must be lower on the lattice. We
can then take the meet to obtain an element of the basis
that the pointer should be sampled from.

Both b and a are non-negative, representing how many bytes are required, not offsets. This means
that addresses can potentially overlap, which reduces the amount of bookkeeping Lucas must do.
Instead, disjoint ownership is checked for when assignments are made. If an overlap occurs at the
point of an assignment, a failure causes backtracking, leading to a new pointer being generated. In
practice, this performs well at satisfying disjoint ownership.

1: (b, a) where b+ a > MAX_ALLOC

Fig. 1. Allocation basis. The top element (0, 0)
has no requirements on valid addresses. Pairs
(b, a) represent bytes valid before and after
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Formally, meets and joins in this basis are defined component-wise:

(max(by, by), max(ay,ay)) if max(by, by) + max(ay, as) < MAX_ALLOC
(bl’ al) r (bzs az) = L

otherwise
(b1, a1) U (b, az) = (min(by, by), min(ay, az))

For example, if we have an allocator that stores header information before the pointer to the
data, we’d need sizeof (node_header) bytes before it. If it were 4 bytes, we would want (4, 0). If
we also had 32 bytes of data, we’d want (0, 32) for that. Together their meet would be (4, 32).

To sample from an element of this basis, recall that the buffer’s address is non-deterministic,
so we do not know its location ahead of time. Given a buffer of size N starting at address s, the
concretization of (b,a) is y((b,a)) = {s+i | b < i < N —a}. That is, it is the set of addresses within
the buffer that have at least b valid bytes before them and a valid bytes after. The concretization of
T = (0,0) is the entire buffer, and that of L is 0.

Thus, for a specific run of Lucas, the allocation domain is effectively an interval. Applying
backward abstract interpretation to the result of an array_shift —turning allocation informa-
tion about its result into information about its arguments —just involves basic arithmetic. If
array_shift<char>(p, 10) must belong to (4, 8), then p must belong to (0, 18) (max(@, 4 - 10)
and max (@, 8 + 10)). When two pointers are constrained to be equal, we take the meet of their
requirements and impose it on both. Casts between pointer and integer types leave allocation
requirements unchanged.

3 Abstracting Generator Semantics over Abstract Domains

Having given the intuition for the Lucas DSL, we now make its syntax and semantics concrete.
Following the style of Aamer and Pierce [3], we use a monadic semantics. We also define program
transformations for enabling each of our refinement strategies.

3.1 DSL Grammar
We use the metavariables cty for C types and bty for CN types. The DSL’s complete syntax is:

= Logical(e) | Owned(e, n)| OwnedRange(es, n, )

c
ex=x|n|le ==ep;|e;<e,|er|]|ep|array_shift<cty>(es,ep) | ...
g

== arbitrary<cty>() | pick([g1, ..., gn1) |cty e :=e'; g' |letx x = g; g

| GenName(x1,...,xn) | if (e) { g1} else { g,} | assert(e); g' | return e
| map (bty x; e) { g }| return_domain(e) | assert_domain(cy, ..., cy); g’
| arbitrary_domain<cty>(cy, ..., cy) | arbitrary_domain_prop<cty>(cq, ..., cu)

gen := generator bty GenName(bty; X1, ..., bty x,){ g }

The last four forms (return_domain, arbitrary_domain, arbitrary_domain_prop,
assert_domain) and constraints, ¢, are novel additions. The remainder are adapted from Bennet [3],
though with novel semantics. We refer the reader to the Bennet paper for the translation from CN
to this DSL.

These novel variants will be created from the simpler form (e.g., converting assert to as-
sert_domain) via optional transformations defined alongside our monadic semantics. Making
them optional allows the user to choose refinement strategies and manage the overhead they add to
generators. Additionally, designing the DSL in this way means that future work has the freedom to
be more selective about when our new strategies are used. For example, one could use speculative
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refinement for one variable (use arbitrary_domain), but not another (use arbitrary), as the rest
of the DSL is agnostic to the refinement strategies in use.

The constraints, c, are also new, capturing what the immediately following constraints expect
for the new variants covered. A Logical(e) constraint requires the pure boolean expression e to
hold. An Owned(e, n) constraint requires e to evaluate to the address of an n-byte cell that is valid
and has not been assigned to. An OwnedRange(es, n, e;) constraint requires the same of each n-byte
cell at the addresses e, e1 +n, ... strictly below e;.

The user never writes these constraints themselves. When the transformations that introduce
our novel forms are applied, a simple scan-ahead static analysis computes the set of constraints.
Starting from the statement being rewritten, it walks forward over the generator body and collects
a Logical(e) constraint from each assert(e), an Owned(e, sizeof(cty)) constraint from each
assignment cty e := e', and an OwnedRange constraint from each loop that assigns every cell of
a contiguous array range—the compiled form of an iterated separating conjunction whose guard
restricts the index to a contiguous range. The analysis only collects constraints whose variables are
already in scope, and it stops at any pick, if, or return.

The e are “pure” expressions supported by CN and Fulminate, such as pointer arithmetic, in-
equalities, and boolean operators. The pure expression array_shift<int>(p, 10) is equivalent
to the C expression (intx)p + 10.

3.2 Abstract Domains

Our semantics are parameterized by a two-layer non-relational abstract domain: basis elements
describe possible values of one variable, while elements of the full abstract domain map variables to
basis elements. Variables are thus tracked independently, without relationships between them [38].

Each basis (e.g., intervals, congruences) must implement the following signature, where B is the
carrier type for elements of the basis:

Basis = { top :: B, bottom: B, meet ::B—> B — B, join::B—>B — B,
(=) B — B — Bool, (<) ::B— B — Bool,
backward :: Constraint — Sym — Option (Map SymB) — B }

Let y : B — $(Val) be the concretization function for a basis B, mapping a basis element to the
set of concrete values it represents. The partial order (<) must agree with concretization, so b; < b,
implies y(b1) C y(b,), and bottom and top are the least and greatest elements, concretizing to the
empty set and the set of all values. Importantly, meet and join must over-approximate intersection
and union of the concretization, meaning y(b1) N y(bz) C y(meet(by,bz)) and y(by) U y(b2) C
y(join(by, bz)). When a basis is a lattice, these are the exact meet and join, but bases need not be
lattices; for example, wrapped intervals [25] provide an over-meet and over-join that satisfy our
requirements.

Finally, backward is the backward abstract transformer for a single constraint. Given a constraint
and a symbol x (and optionally an abstract state, mapping symbols to basis elements), backward
returns a basis element containing all values of x that can satisfy the constraint, making it an
overapproximate analysis. That is, if some assignment maps x to v and satisfies the constraint,
then v lies in the concretization of the returned element. When an abstract state is supplied, only
assignments consistent with it need be considered, namely those mapping each variable to a value
represented by its element.

For example, given the constraint x < 10 over an unsigned integer, backward may return
the interval [0, 9], but not [0, 8]. Thus speculative refinement never removes a satisfying value,
provided sampling has support over every concrete value the resulting element represents. This
is a completeness property of the sampling space, not the source of generator soundness. Every
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[[let* x = return(_domain)? e;grest]] = Aenv. Astate.
let v = evalPure(e[state.vars]) in
match [[grest]] (env)(state{vars « state.varsU {x > v}}) with
| Error (is_young,xbs) when x € dom(xbs) =
let xbs’ = Map.delete(x, xbs) in
Error (is_young, refineReturn(x,e, state, xbs(x)) U xbs’)

| result = result

refineReturn™™™(x, e, state, by) = {y — SpecialBasis.top | y € freeVars(e)}

refineReturn ®turn-domain(y o state, by) =
let basisFor(y) =
let c = “x == e”[Map.delete(y, state.vars)] in
SpecialBasis.backward(c, y, Some {x — by}) in

{y  basisFor(y) | y € freeVars(e)}

Fig. 2. Monadic Semantics of let* _ = return(_domain)? _
sampled candidate is still checked against the original constraint, and a violating candidate is
rejected or causes backtracking. Corrective refinement and cascading propagation occur only after
failures, so they cannot prevent a failure-free execution from generating any otherwise reachable
satisfying input.
For Lucas, we work with SpecialBasis, the reduced product of any number of bases, which the
user selects via the CLI, with the allocation basis of Section 2.3. We also generate the functions

getAllocInfo : Basis — AllocInfo ofAllocInfo: AllocInfo — Basis

where AllocInfo is the basis for allocation information.
The full abstract domain is then a map AbstractState = Map Sym SpecialBasis, with all
operations handled element-wise. A variable absent from the map is treated as SpecialBasis. top.

3.3 Monadic Semantics

We define the semantics for our generator DSL as a monad. Following the previous subsection,
we parameterize everything over SpecialBasis. The semantics is defined by a translation to the
reader-state-exception monad Gen a, given below.

GenState = { seed :: RandomSeed, heap :: MarkedHeap, vars :: Map Sym cnPExp }

GenEnv a = { ctx :: GenCtx a, allocBounds :: Loc X Loc }

GenCtx a = Sym — [a] — Gen a

Result a = Success a | Error (Bool X AbstractState)

Gen a = GenEnv a — GenState — Result (a X GenState)

Some of the generator state overlaps with the Bennet DSL [3]. The state, GenState, holds a

random seed (RandomSeed), a marked heap (MarkedHeap) tagging each location as assigned or not,
and a map from argument variables to values, stored as pure CN expressions (cnPExp).

The environment (GenEnv) includes a context (GenCtx) storing each generator’s name and
arguments for calling it, and allocBounds, the first and last usable address of the allocation domain.
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[[cty eaddr := eva1; g]] = Aenv. Astate.
let p =evalPure (eaqqr[State.vars]) in
let (lo,hi) = env.allocBounds in
let isAllocated =1lo < p Ap+sizeof(cty) <hi in
if not isAllocated then
let x, =pointerVar (esqgr) in
let b = SpecialBasis.backward(Owned(e,qqdr, sizeof(cty)), xp, None) in
if b = SpecialBasis.bottom then
Error (true, {x — SpecialBasis.top | x € freeVars(eaqdar)})
else
Error (true, {x, — b})
else if isMarked (p, sizeof(cty), state.heap) then
Error (true, {x — SpecialBasis.top | x € freeVars(eaddar)})
else
let value = evalPure (ey,1[state.vars]) in
let heap’ = heapAssign (p, cty, value, state.heap) in
[[g]] (env) (state{heap « heap’})

Fig. 3. Monadic Semantics of Assignment

Result’s Error case carries a boolean flagging whether it is “young” (has not backtracked before
a blamed non-deterministic value) and an abstract state restricting what resampling may select.
The monad, Gen a, maps the environment and state to Success, carrying a value of type a and an
updated state, or Error on failure. Pure expressions are evaluated by evalPure : cnPExp — cnPExp,
which we reuse from Fulminate’s internals.

The semantics of the DSL is a function [[-]] from DSL terms to Gen cnPExp. All generators
produce CN values, represented as constant pure expressions. The rest of this subsection explains
how this function is defined.

We now define the semantics of each construct in turn. Each _domain variant shares the structure
of its base form and differs only in a named refinement helper, so we present each pair as one
parameterized definition, giving the helper’s variants below the main rule.

3.3.1 Cascading Propagation. When the right-hand side ofa let*isreturn e orreturn_domain e,
the value of x is deterministic (Figure 2). The pure expression e is evaluated with the current vari-
able bindings, and the result v is bound to x before the rest of the generator is run. If the rest
of the generator fails, blaming x, we cannot regenerate x since it is fully determined by other
variables. Instead, we assign blame to the free variables of e via refineReturn. We keep is_young
unchanged, as it is deterministic. Its role is explained under arbitrary.

The two variants differ only in refineReturn. Plain return discards all refinement information,
only identifying the variables to blame with SpecialBasis.top. The return_domain variant
improves on this by propagating abstract information backward through the expression. For each
free variable y in e, we substitute every other variable with its value to get ¢’ and then invoke
SpecialBasis.backward on the equation x == e’, seeded with the basis that x was blamed with,
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[[assert(_domain)?(cy, ..., cu); g]] = Aenv. Astate.
if evalPure (ci[state.vars]) A --- A evalPure (cy[state.vars])
then [[g]] (env) (state)
else
let F={i| - evalPure (ci[state.vars])} in

Error (true, {x — basisFor(x) | x € freeVars({c; | i € F})})

basisFordss®"t(x) = SpecialBasis.top

m
basisForassert-domain yy ’_| SpecialBasis.backward(c;[state.vars], x, None)
i=1
Fig. 4. Monadic Semantics of assert(_domain)?
to compute a more precise abstract element for y. This reduces the waste of information and should
decrease the number of failed regenerations upstream.
When the user enables cascading propagation in Lucas, it replaces all let* x = return e; g'

with letx x = return_domain e; g'.

3.3.2  Corrective Refinement. Corrective refinement aims to improve the information learned from
constraint failures. We’ll begin with the assignment statements, which are necessary for Lucas to
generate inputs.

We assume an interface over MarkedHeap as follows.

isMarked :: Loc — Size — MarkedHeap — Bool,
heapAssign :: Loc — CType — Value — MarkedHeap — MarkedHeap

The function isMarked checks whether any bytes in the range have already been marked, and
heapAssign marks and writes a value of the given type to the pointer. Bytes are marked when
they are assigned to, so by avoiding double-marking, we ensure non-overlapping assignments.

The assignment expression (Figure 3) evaluates the target address and checks that the required
bytes are both unmarked and allocated. If the bytes are not allocated, it uses SpecialBasis.backward
on the Owned constraint to refine the address’s pointer variable. Here pointerVar, given a pure
expression, returns the name of the variable the address is computed from—either a pointer-typed
variable or, generalizing Bennet [3], a bitvector variable cast to a pointer. As in Bennet, we require
that address expressions contain a single such variable. If that refinement is SpecialBasis.bottom—
no choice of pointer could satisfy the assignment—it instead blames all of the address’s free variables
with SpecialBasis.top. If the bytes have already been marked, it throws a young failure blaming
the address’s free variables with SpecialBasis.top. Otherwise, it evaluates the value, writes it to
the heap with heapAssign, and continues.

For logical constraints, assert and assert_domain (Figure 4) evaluate their constraints and, if
they fail, throw a young failure mapping each free variable to a basis element via basisFor. The
constraints list of assert_domain is computed via the scan-ahead analysis in Section 3.1. Plain
assert discards all refinement information, using SpecialBasis.top. The assert_domain variant
identifies which constraints failed and blames the free variables that appear in those constraints.
For each blamed variable, it uses SpecialBasis.backward on all constraints to compute a more
precise basis element.

The most interesting case is when the right-hand side of a 1etx has the form arbitrary<cty>(),
where we can exploit failure information to refine what we sample (Figure 5). To lighten the

Proc. ACM Program. Lang., Vol. 10, No. OOPSLAZ2, Article 381. Publication date: October 2026.



381:14 Zain K Aamer and Benjamin C. Pierce

[[Llet* x = arbitrary<cty>();grest]|
= fst(retryArb(max_tries, x, SpecialBasis.top, SpecialBasis.top, cty, [[grest]]))

retryArb(n, x,b, bemp, cty, rest) =

get >>= loldState.

sample cty bimp >>= Av. Aenv. Astate.

match rest (env)(state{vars « state.varsU {x  v}}) with

| Error (is_young,xbs) when x € dom(xbs) =
let alloc = SpecialBasis.getAllocInfo(xbs(x)) in
let is_bottom = (Error (false,Map.delete(x, xbs)), Some (xbs(x))) in
if alloc # AllocInfo.top then

let b’tmp = SpecialBasis.meet (b, SpecialBasis.ofAllocInfo(alloc)) in
if bf,, = SpecialBasis.bottom then is_bottom else

let state’ = oldState{seed « oldState.seed} in

tmps Dimp CLY, rest) (env) (state’)

else if n > 0 then

retryArb(n, x,b

let by, = SpecialBasis.meet (b, xbs(x)) in
if b, = SpecialBasis.bottom then is_bottom else

let b’ = if is_young then b} _ else b in

tmp
let state’ = oldState{seed « newSeed(state.seed)} in

retryArb(n —1,x,b’, b}, cty,rest) (env) (state’)

else
(Error (false,Map.delete(x, xbs)), None)

| result = (result, None)

Fig. 5. Monadic Semantics of let* _ = arbitrary<cty>()

handling of state, we use the standard state-monad operation get, which returns the current state,
and the Haskell notation >>= for monadic bind, of type Gen a — (a — Gen b) — Gen b. We also
use sample cty b, which draws a concrete value of C type cty from the concretization of b. The
function retryArb maintains two basis elements: b, the accumulated refinement that persists across
retries, and btpp, a temporary refinement that may incorporate less reliable information, meaning
that it depends on values that were generated after this point. Both begin at SpecialBasis.top.
When the rest of the generator fails blaming x, three cases arise:

(1) Allocation refinement. If getAllocInfo(xbs(x)) yields informative allocation information
(not AllocInfo.top), it is met into the persistent basis b (which also becomes the new bypp)
and we retry without decrementing n, replaying the same random seed. We do not want to
bias our generators toward small (in terms of memory usage) inputs, which is why we replay
the same choices and do not decrement the number of tries.

(2) Standard refinement. Otherwise, if retries remain (n > ), we meet the accumulated basis b
with xbs(x) to obtain a refined by,,. If the error is young—meaning it has not been caught and
rethrown by an intermediate let*—the abstract information is fresh, so we also update the
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[[let* x = arbitrary_domain(_prop)?<cty>(cy, ..., Cn);&rest]] = Aenv. Astate.
let (b,E) = meetBases]_,
(SpecialBasis.top) SpecialBasis.backward(c;[state.vars], x, None) in
if E# 0 then Error (true, {y — SpecialBasis.top |y € E})
else match retryArb(max_tries, x,b,b, cty, [[grest]]) with
| (result, None) = result
| (result, Some (b)) =
let (_E’) = meetBases]_, (b")
SpecialBasis.backward(c;i[state.vars], x, None) in
ifE+0
then propagate(x,b’,E’, state)
else result

arbitrary_domain (X b/
s

propagate ,E’,state) = Error (true, {y — SpecialBasis.top |y € E’})

propagatearbitrary_domain_prop(X’ b,, E’, state) —
let hint = Some {x — b’} in
let basisFor(y) = fst(meetBases!_, (SpecialBasis.top)
SpecialBasis.backward(c;[state.vars],y,hint)) in

Error (true, {y — basisFor(y) |y € E'})

Fig. 6. Monadic Semantics of let* _ = arbitrary_domain(_prop)?<_>(_)

persistent basis b to by, . If the error is not young, b is left unchanged, since the information

may be stale after having passed through other backtrack points. We then retry with a fresh
seed and one fewer attempt.

(3) Exhaustion. We allow a user to set the maximum number of tries (max_tries) that back-
tracking can have, which is by default 25. When no retries remain, the error is propagated
with x removed from the blamed variables.

Corrective refinement depends on the failure information learned from violated constraints being
used to refine the abstract element from which the next sample is drawn. This should guide
generation toward values more likely to satisfy the constraints.

3.3.3 Speculative Refinement. However, we can do more than just handle failures. With speculative
refinement, we can consider constraints before we even generate a value.

The function meetBases!_, (bp) f(i) takes a starting basis element by and iteratively meets
it with the results of applying f to each index. For each constraint, if the meet would result in
SpecialBasis.bottom, it instead stores the free variables that appeared in that constraint. It
then returns a pair containing the result of the meets and the free variables that appeared in any
constraints that resulted in bottom.

Both arbitrary_domain and arbitrary_domain_prop (Figure 6) take a list of constraints
1, ..., Cp that mention the variable being generated. Before sampling, the constraints are an-
alyzed via meetBases and SpecialBasis.backward to compute a refined basis b. If any constraint
reduces to bottom (i.e., the set E is non-empty), an error is raised immediately, blaming the free
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[[let* x = ginner;8rest]l = retrylLet(max_tries,x, [[ginnerll, [[Erest]])

retryLet(n,x, inner, rest) =
get >>= loldState.
inner >>= Av. Aenv. Astate.
match rest (env)(state{vars « state.varsU {x  v}}) with
| Error (_,xbs) when x € dom(xbs) =
if n > 0 then
let state’ = oldState{seed « newSeed(state.seed)} in
retryLet(n —1,x, inner, rest) (env) (state’)
else
Error (false,Map.delete x xbs)

| result = result

Fig. 7. General Semantics of let*

variables of the conflicting constraints. Otherwise, retryArb is invoked with the refined basis
instead of SpecialBasis.top, so that the first sample is already drawn from a restricted domain.

When retryArb aborts because a refinement met to bottom, it returns the residual basis b’ that
x was last blamed with, and the constraints are re-evaluated against b’. If any now yield bottom
(set E’), the variable can no longer satisfy them, so propagate is called to assign blame upstream.

The two variants differ only in propagate. Plain arbitrary_domain discards all refinement
information, blaming variables with SpecialBasis.top (analogous to refineReturn ™), The
arbitrary_domain_prop variant improves on this by running SpecialBasis.backward with a
hint—the residual basis b” for x—to compute a tighter basis for each blamed variable (analogous to
refineReturnreturn_domainy

When the user enables speculative refinement in Lucas, it replaces all
letx x = arbitrary<cty>(); g' with letx x = arbitrary_domain<cty>(ci, ..., cpn); g’,
where c, ..., ¢y are the constraints that the scan-ahead analysis of Section 3.1 collects from the
body following the arbitrary, keeping only those that mention the let*’s name. There is an
additional user setting which instead replaces them with the _prop variant to further enable
backward propagation of blame.

3.34 Remaining Pieces. Since we are in a monad, return is simply a monadic return. The if-
statements are standard if-statements. The pick performs random sampling of branches without
replacement (shuffle the branches and if the previous one failed, try the next). The map form
evaluates its inner generator for each index that satisfies the guard and returns a dictionary from
indices to values; if a failure occurs, it does not backtrack between elements but exits the loop.
The general semantics of let* is shown in Figure 7. The translation of 1et* when the right-hand
side is any other generator form invokes retrylLet, saving the current state, evaluating the inner
generator to obtain a value v, and then evaluating the rest of the generator with v assigned to x. If
rest produces an error that blames x (i.e., x € dom(xbs)), we regenerate x. It resets to the old saved
state with a new random seed and recurses with one fewer attempt remaining. When we run out
of attempts, the error is propagated upward, with x removed from the blame set. The error is also
marked as no longer young (false), since it has backtracked past a non-deterministic value that
was blamed. In all other cases, where it is a success or an error that does not blame x, the result
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passes through unchanged. Note that this general case performs no abstract domain refinement.
Since the inner generator is opaque, we can only retry with a fresh seed upon failure.

3.4 Sized Generation

Inspired by Bennet [3] and QuickCheck [17], we define a notion of “sized generation”. For each
test case, a positive size is chosen, which constrains the depth of recursive calls and the values
generated by arbitrary. For intervals, sizing is simple: we sample from [0, size - 1] for
unsigned values and [-size + 1, size - 1] for signed values. We generalize this for our abstract
domains by saying that for unsigned values, we sample from the size values closest to 0, and for
signed values, from the 2 X size — 1 values closest to 0.

More formally, lety : A — P (BV,) be the concretization function

for an abstract domain A over n-bit values. For an abstract element yy;,.(«) = argmin Y g |0]

a € A and a positive integer size, the sized concretization ys;ze (@) SCy(a)

selects the k values in y(«) closest to zero, as shown on the right, ISI=k

where |o| is the absolute value of v and k = min(size, |y(«)|) for

unsigned types and k = min(2 X size — 1, |y(a)|) for signed types. When « = T, this recovers
the standard QuickCheck-style intervals: [0, size — 1] for unsigned and [-size + 1,size — 1] for
signed types. We implement samplers from this set for each domain and their reduced products
with the allocation domain.

To manage depth, we follow Bennet’s approach exactly. Recursive generators have a size argument
added. If the path has a single recursive call, the size argument is size - 1, while a path with n
recursive calls has a size of size / n. Exhausting the budget raises a depth exception, causing
generation to backtrack and choose a path that avoids the recursive call. The size argument for the
initial call is determined per input generation attempt.

3.5 Replacing Bennet’s Special Cases

Bennet specializes generation by pattern-matching syntactic forms. For an inequality suchas x <y
+ z, where y and z are already defined, it restricts the values generated for x. The pattern requires
a variable on one side, casts need extra patterns, and resource requirements such as insufficient
allocation use dedicated failure types. Each new constraint form requires another pattern or failure
case in the DSL.

Lucas instead recovers these specializations through speculative refinement. Its scan-ahead
analysis sees the upcoming constraint x < y + z and substitutes the already-generated values
of y and z. The wrapped-interval backward transformer then recovers the upper bound for x,
reproducing Bennet’s specialization without a dedicated inequality pattern. Congruences refine
alignment constraints like x % 8 == 9, tristate numbers refine bitmasks like (x & @xff) ==
0x40, and reduced products combine them. Adding support means defining reusable backward
transformers rather than enumerating the patterns each constraint may appear in.

4 Implementation

Lucas’s generator synthesis algorithm uses CN’s frontend to parse preconditions, then turns them
into generators using Bennet’s frontend. These synthesized generators are compiled to C, using a
new runtime we’ve developed. For our PRNG, we use SplitMix [52] instead of the 64-bit Mersenne
Twister [36, 43], which Bennet used, as we found SplitMix to be faster.

Each basis provides backward tests for the comparisons it can refine and backward transformers
for the operations it can soundly invert. The wrapped-interval basis tests equality and inequality
using the rules of Gange et al. [25], and inverts negation, addition, subtraction, and casts. The
congruence basis follows Granger [29], adapted to machine arithmetic by reducing each modulus
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by ged(-,2Y) at width w. It inverts addition, subtraction, negation, multiplication, shifts, division,
and remainders, so a remainder constraint refines its argument to a congruence class. The tristate-
number basis [20] refines through the bitwise operations and constant shifts. For the allocation
basis, see Section 2.3. Since the user can choose many combinations of abstract domains, we use
that selection to synthesize a reduced product in C, which is then linked with the runtime library
at test time.

5 Evaluation

Our evaluation is designed to answer the following Research Questions:

¢ RQ1(Overhead): How much does it cost to apply all of our refinement strategies in situations
where Bennet-style naive generation already succeeds at finding bugs?

¢ RQ2 (New Bug Finding Abilities): Do our refinement strategies find bugs that Bennet-style
generation does not?

¢ RQ3 (Ablation): Are all of the refinement strategies and abstract domains essential, or can
some be dropped without affecting bug-finding performance?

5.1 Experimental Setup

Our bug-finding experiment for RQ1 and RQ2 compares two basic configurations of Lucas. The
first, Everything Off, disables all of our refinement strategies and every abstract domain except the
allocation domain, which is always enabled, as it is necessary for generating valid pointers. With the
refinement strategies disabled, Lucas is a reimplementation of the approach used by Bennet [3], so
we use this configuration as our Bennet-style baseline in place of the original—built on the newest
version of Fulminate along with various implementation fixes and upgrades—letting us focus on the
impact of our refinement strategies rather than of implementation details. The second configuration,
Everything On, enables all our refinement strategies (cascading propagation, corrective refinement,
and arbitrary_domain_prop, the propagating variant of speculative refinement) and all abstract
domains (wrapped intervals, congruences, tristate numbers, and allocation).

Outside of these experiments, the refinement strategies and the domains other than allocation
are opt-in, enabled via CLI flags. Both configurations use the default backtracking budget of 25
tries (nax_tries), the same as Bennet.

Our experiments have two parts: a bug-finding study and an ablation study. For the first, we ran
Lucas in the Everything Off and Everything On configurations across sixteen workloads, split into
two groups: workloads where enabling refinement does not increase the solved-task count, where
we consider the overhead it adds, and workloads where it does, where we look at how bug-finding
ability improves. For the second, we take the most difficult case studies from the first, ablate each
major component, and record how it impacts bug-finding effectiveness.

For all of our benchmarking, we use Etna [51], an evaluation tool for property-based testing tools
that automatically injects and tests mutants. A mutant is an incorrect version of the program under
test. For each mutant, we specify the functions that can reach the mutated code and for which
at least one precondition-satisfying input causes Fulminate to report the resulting specification
violation. Each pair of mutant and function is a task. We run up to 10 trials for each task—fewer
when we stop early, as described below—with a timeout of two minutes. For each task, we report
the arithmetic mean of the number of backtracks, the number of discards (generation attempts that
failed and were thrown away), the number of precondition-satisfying inputs tested, and the time
taken to find the bug. In all of our bug-finding tables, these means (with standard error) are taken
over the tasks that every configuration solves, so that all configurations are compared on the same
set of tasks. Configurations that solve nothing on a workload are dropped rather than allowed to
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shrink this common set. Backtracks and discards measure wasted search effort. Unlike wall-clock
time, they are largely independent of implementation constants and hardware, changing only with
the timeout.

If a configuration is able to detect the bug in all completed trials, we say that it solves the task. If
it fails to generate a single valid (precondition-satisfying) input in at least one trial, we say that
the task is unsatisfied. If neither condition holds (i.e., it generates at least one valid input in all
completed trials, but fails to detect the bug in at least one trial), we say that the task is unsolved.

For practicality, we skip a task’s remaining trials once any trial fails to generate a valid input
(already unsatisfied) or misses the bug (already cannot be solved). This affects neither the classifica-
tions nor the aggregate statistics, which are computed only over solved tasks, which always run all
of their trials. An unsolved task may still find the bug given more time, as it is generating some
valid inputs. An unsatisfied task, by contrast, does effectively no testing, as inputs are not being
generated.

Since specification development involves frequently modifying preconditions, resulting in new
generators being synthesized, we include the time taken to synthesize, compile, and link the
generators in the time-to-bug numbers. We run our benchmarks on a MacBook Pro with an M3
processor and 36GB of RAM.

5.2 Case Studies

Table 1. Workloads. Lines of code (LoC) is of the
mutant-free program, including specifications. LoC for
SortedList, BST, and AVL is the median across all ver-

Table 1 summarizes our benchmark suite, con-
sisting of sixteen workloads in four groups.
The six critical code and recursive data struc-

tures workloads are from [3]. The six position- stons.
independent data structures and four free-list Workload LoC  Mutants Functions Tasks
allocators are new. Critical Code
Critical Code. Three of the Bennet case stud- RingQueue 194 4 9 4
ies have small pieces of code with specifica- Runway 281 5 2 6
tions that involve logical constraints. The first MKM 865 2 1 2
is a ring queue, which uses an underlying ring Recursive Data Structures
buffer [30]. The second is an airport runway SortedList 108 6 5 6
simulation, which tracks planes waiting to ar- BST 576 2 4 32
rive and depart [48]. Its key difficulty is a com- AVL 716 24 3 26
plex validity constraint which tightly restricts Position-Independent Data Structures
the set of valid states. The third is a mission key PLSLL 665 14 9 14
management system (MKM), which manages PLDLL 681 18 9 18
private keys [24]. PI-CLL 821 27 11 27
Recursive Data Structures. The other three PI-SortedList 763 23 10 23
Bennet case studies are standard “recursive PL-BST 891 18 6 21
data structures with constraints.” The sorted- PLAVL 1,089 3 8 o
list case study is actually made up of three ver- Free List Allocators
sions with different approaches to how the con- IFL 913 11 5 24
straints are written. The BSTs and AVL trees are IFLC 1,070 17 6 36
both made up of two versions of specifications. EFL L119 8 > 24
EFLC 1351 11 5 31

Position-Independent Data Structures. We de-
veloped six position-independent (PI) work- Total 12,103 245 88 355
loads, which include singly-linked (PI-SLL),
doubly-linked (PI-DLL), circular (PI-CLL), and sorted singly-linked (PI-SortedList) lists, BSTs (PI-
BST), and AVL trees (PI-AVL). In a position-independent layout, the entire structure is contained
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Table 2. Bold indicates the lowest mean and highest solved count per workload, except ties. S/U/UN denotes
solved in every trial, unsolved, and unsatisfied (no valid input generated in some trial).

Workload Configuration Backtracks Discards Inputs Time (s)  S/U/UN
RingQueue Everything On 47+ 1.1 0.0 £0.0 34+0.6 0.32 % 0.00 4/0/0
Everything Off 41+1.0 0.0 £0.0 3.0+04 0.22 +0.00 4/0/0
Runway Everything On 50+24 0.0 £ 0.0 28.4 + 12.2 3.89 +1.34 6/0/0
Everything Off 6.5+33 0.0 £0.0 39.2+£194 0.61+0.04 6/0/0
MKM Everything On 35.5+25.9 0.0 0.0 21.1+ 144 0.44 + 0.00 2/0/0
Everything Off 36.5 £ 31.2 0.0 0.0 224+184  0.37 £0.00 2/0/0
SortedList Everything On 671.8 + 398.0 0.6 £0.3 10.5 + 4.1 0.28 + 0.00 6/0/0
Everything Off 26.0k + 21.9k 0.2 0.1 8.2+28 0.22=0.02 6/0/0
BST Everything On 578.2 +£155.1 9.7+238 30.0+ 7.8 0.46 + 0.02 32/0/0
Everything Off 13.2k + 3.8k 2.0 £0.7 16.9+4.1 0.33 +£0.00 32/0/0
AVL Everything On 23.0k + 18.6k  573.0 £ 525.9 552.6 = 492.5 1.73 £ 0.99 26/0/0

Everything Off 1.1M + 857.7k 54.0 £46.3 150.4 = 125.5 0.96 = 0.35 26/0/0

PI-SLL Everything On 26.0k + 10.6k 20.5 + 8.0 3.1+14 0.50 = 0.03 14/0/0
Everything Off  284.2k + 149.9k  924.2 + 565.1 105.1+£70.1  0.48 £ 0.09 14/0/0

PI-SortedList ~ Everything On 46.3k + 20.3k 36.9 + 15.4 4.7 £ 2.6 0.70 + 0.11 23/0/0
Everything Off  626.2k + 352.1k 1.5k + 788.5 1403 +72.8 0.68 £0.19 23/0/0

PI-BST Everything On 10.5k + 2.7k 5.2+1.6 29+1.0 11.27 £2.92 13/8/0
Everything Off 256.4k + 51.6k 68+13 2.7+0.5 0.63 +0.05 21/0/0
PI-AVL Everything On 16.0k + 2.3k 10.8 £2.1 52+11 1511+1.78 37/24/0
Everything Off 1.3M + 469.7k 78.0 £38.7 183+79 108 £0.20 55/6/0

within a single buffer, with nodes pointing to each other via offsets into the buffer rather than via
absolute pointers. This layout allows the structure to be easily serialized, copied, and freed. These
preconditions can be difficult to satisfy because ownership must be established by traversing the
buffer through these offsets to build up the data structure, adding a layer of indirection.

Free-List Allocators. We also developed four free-list allocators, including an implicit free list (IFL)—
the running example of Section 2—the same allocator with boundary tags to support coalescing
(IFLC), and explicit free list variants of both (EFL and EFLC). We focus on storage allocators for our
evaluation because their invariants combine pointer arithmetic and constraints with variably sized
payloads.

5.3 RAQT1: Should Everything Always Be On?

Aamer and Pierce [3] demonstrated the bug-finding ability of naive random backtracking generation
for CN specifications. As we consider new refinement strategies, we need to ask whether they are
cheap enough to be unconditionally enabled, or whether they need to be used more sparingly.

To address this question, we collect the workloads on which enabling our strategies did not
increase the solved-task count in Table 2. This includes all the original Bennet case studies (where
all bugs are already found with the Everything Off configuration), plus some of the position-
independent data structures, specifically those with acyclic references (neither doubly-linked nor
circular linked lists), where the Everything Off configuration also performs well.

The Everything On configuration eventually finds all the bugs that Everything Off does except for
PI-BST and PI-AVL, which now time out on some tasks, and it is slower for many of them. For these
two workloads, the performance degrades so much that some bugs that were found by Everything
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Off are no longer found by Everything On. While Everything On solves 13 of PI-BST’s 21 tasks and
37 of PI-AVL’s 61 tasks, Everything Off solves all 21 PI-BST tasks and 55 PI-AVL tasks.

The runway simulation is the extreme example among the workloads that both configurations
fully solve. There, the more costly strategies lead to additional overhead, with Everything On
averaging 3.89s to find the bug, against 0.61s with Everything Off. At the same time, the refine-
ment strategies result in decreased backtracking with Everything On, even where wall-clock time
increases—from 1.1M to 23.0k on the AVL tree, and from 1.3M to 16.0k on PI-AVL. That is, the
strategies succeed at their goal of eliminating wasted search. The added time comes from the cost
of the refinement machinery itself, not from additional searching.

While the overhead for some of the Bennet case studies could doubtless be reduced by further
optimizing the implementation, even a faster implementation would not eliminate the slowdown
entirely, because refinement changes the dynamics of generation. The combined effects of refine-
ment on generation and the rest of the testing pipeline can substantially increase time-to-bug, for
example, raising the mean on PI-BST from 0.63 to 11.27 seconds.

Our refinement strategies also shift the output distribution of our generators, by focusing
on satisfying constraints given the choices already made. For example, suppose we generate
x€{0,...,8tand y € {0,...,9}, with the constraint x < y. Without refinement, a fixed choice
x = k satisfies the constraint with probability (9 — k)/10, favoring smaller values of x (x = @ has
nine satisfying choices of y, while x = 8 has only one). With speculative refinement and wrapped
intervals, once x = k is chosen we restrict y to {k + 1,..., 9}, so every choice of x completes to a
satisfying pair and its distribution becomes uniform rather than weighted by number of satisfying
partners. This shifts bug-finding performance, and can make it worse. If bugs are mostly triggered
by inputs the unrefined, weighted distribution favors—small x here—the uniform distribution
samples them less often, and time to find a bug can rise.

To summarize: Most of the time, Everything On is competitive with Everything Off, imposing
only minor performance penalties on the majority of the workloads. However, on the harder
position-independent case studies, it does make a significant difference. This suggests that leaving
the refinement strategies off by default is the right choice.

5.4 RQ2: Do We Find Bugs That Naive Generation Cannot

The experiments above show that our refinement strategies can impose substantial overhead on
workloads for which naive random backtracking generation already works well. Of course, we
hope that these strategies also make testing effective on programs where plain backtracking search
fails. To address this, we consider our four allocators and the position-independent doubly-linked
and circular linked lists—see Table 3.

The clearest difference is on the free-list allocators. With Everything Off, Lucas can’t even generate
a single precondition-satisfying input. As a result, it is unable to perform any testing of the 115
total tasks. In stark contrast, Everything On generates valid inputs for every task and solves all
24 tasks for IFL, 32 of 36 for IFLC, 17 of 24 for EFL, and 13 of 31 for EFLC. Thus, the refinement
strategies do not merely decrease the number of backtracks or improve the speed of generation.
They make testing possible where Bennet-style generation completely fails.

The allocator specifications are particularly challenging for naive generation because there are
many levels of constraints. For IFL, each randomly generated header determines the size of the
payload, which impacts the location of the following header, so the values generated must fit within
the allocation and partition the buffer. IFLC adds a footer to every block that must agree with its
header, adding more constrained values. The addition of the footer also increases the alignment
required for each block, making each block’s alignment constraint less likely to be satisfied. The
explicit variants store pointers inside each free block for faster traversal of the free list. Together,
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Table 3. Bold marks the lowest mean and highest solved count per workload, except ties. S/U/UN denotes
solved in every trial, unsolved, and unsatisfied (no valid input generated in some trial).

Workload ~ Configuration Backtracks Discards Inputs Time (s)  S/U/UN
IFL Everything On  18.7k + 11.5k 1.2k + 605.4  179.8 £ 100.1  1.47 + 0.65 24/0/0
Everything Off - - - —  0/0/24
IFLC Everything On 20.6k + 4.9k  791.3 + 189.4 428 +8.2 0.91+0.06 32/4/0
Everything Off - - - - 0/0/36
EFL Everything On  89.4k + 34.7k 2.5k +£786.5 259.1+ 1164 4.40 +1.95 17/7/0
Everything Off - - - —  0/0/24
EFLC Everything On  54.7k + 21.1k 1.6k + 681.0 444 +19.5 5.13+2.15 13/18/0
Everything Off - - - - 0/0/31
PI-DLL Everything On 14.0k + 3.2k 11.1 £ 2.6 14+03 047 +£0.01 18/0/0
Everything Off 6.8M £ 4.6M 18.6k + 12.5k 19k + 13k 617 £3.96 10/8/0
PI-CLL Everything On  56.4k + 19.3k 56+14 1.0+ 0.0 1.45 £ 0.35 25/2/0
Everything Off 1.1IM + 296.2k 170.4 £ 39.0 1201 0.92+0.16 9/18/0

these pointers must form a consistent doubly-linked free list, adding even more constraints. Finally,
EFLC combines both the boundary-tag and explicit-list constraints. At this point our refinement
strategies begin to struggle. (Even so, Lucas was able to find bugs for some of the unsolved tasks in
some of the trials, suggesting that it would perform better with only a modestly larger timeout.)

A similar pattern appears in the two position-independent linked list examples. Their nodes refer
to one another using offsets into a single buffer, which couples the integer value of each offset with
allocation bounds and ownership. One thing that makes them simpler than the allocators is that
each node in the list has a fixed size, whereas the allocators have payloads of various sizes. However,
the additional structure of PI-DLL and PI-CLL makes them more difficult than the other PI case
studies, with Everything Off solving 10/18 and 9/27 tasks, respectively. In comparison, Everything
On solves all 18 PI-DLL tasks and 25 of 27 PI-CLL tasks. The new refinement strategies also reduce
backtracks and discards by two to three orders of magnitude for PI-DLL and by more than an order
of magnitude for PI-CLL.

The allocator workloads still average between 18.7k and 89.4k backtracks per solved task with
Everything On, showing that generation does not become trivial after overcoming a few constraints.
Instead, each backtrack lets the strategies use information from failed constraints to redirect search
across several variables. The refinement strategies thereby enable testing where Bennet-style naive
generation is ineffective and substantially improve bug-finding on difficult position-independent
structures.

5.5 RQ3:Is Each Option Essential?

Having established that using all of our strategies together provides new bug-finding abilities, we
should also ask whether all of them are necessary or whether some could be dropped. To answer
this, we take our hardest case studies, the allocators, individually ablate the strategies, and disable
the non-allocation domains as a group rather than individually.

Since Everything Off fails to generate inputs for any of these tasks, we use Everything On as
our baseline. We individually disable cascading propagation and corrective refinement, replace
the propagating speculative refinement with its non-propagating variant, and disable speculative
refinement entirely. We also disable the non-allocation domains. The results of these ablations
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Table 4. Without X disables X compared to Everything On, Speculative (Not Prop) uses plain speculation, and
Only Allocation Domain retains only the allocation domain. Bold solved counts are below Everything On, and
underlined counts are above it. S/U/UN denotes solved in every trial, unsolved, and unsatisfied (no valid input
generated in some trial).

Workload  Configuration Backtracks Discards Inputs Time (s) S/U/UN

IFL Everything On 45k + 2.0k  293.2 + 148.2 63.7 £32.3 0.66 = 0.05 24/0/0
Without Cascading 32.1k £ 133k 295.2 + 136.1 62.0 £+ 30.6 1.11 £ 0.36 22/2/0
Without Speculative 3.8k + 1.5k 465.5 + 194.4 85.9 + 36.4 0.62 + 0.03 24/0/0
Speculative (Not Prop) 2.5k £907.9  279.0 = 103.1 60.5 + 22.2 0.62 + 0.02 22/2/0
Without Corrective 140.4k + 31.0k 159 +3.7 47.2 £ 10.0 0.66 = 0.02 22/2/0

Only Allocation Domain ~ 729.8k + 136.2k 273.8 £ 68.7 280.2 £ 54.1 2.27 £0.34 23/1/0

IFLC Everything On 15.5k + 4.3k 594.0 + 164.1 383 +8.3 0.84 £0.05 32/4/0
Without Cascading 62.8k £ 13.7k  503.9 £ 111.6 348 +7.6 1.18 £ 0.12 32/4/0
Without Speculative 13.5k + 2.8k 452.4 + 92.1 30.0 £6.8 0.89 £ 0.05 29/7/0
Speculative (Not Prop) 14.2k £ 3.8k 547.9 + 145.6 351+£738 0.83 £0.05 32/4/0
Without Corrective 164.2k + 49.2k  911.5 + 272.9 131.2 £ 394 0.85 £ 0.06 29/7/0
Only Allocation Domain 3.0M + 1.1M 26.2k + 9.2k 1.2k + 416.0 7.42 + 2.39 27/9/0
EFL Everything On 6.6k 4.9k  218.1 +£161.1 239+ 194 0.82 £0.10 17/7/0
Without Cascading 103.0k + 98.4k 23k +2.2k  197.0 £ 191.3 5.76 £ 5.01 11/13/0
Without Speculative 213.0k + 165.5k  641.7 + 511.5 42.5£35.7 12.05+9.43 5/19/0
Speculative (Not Prop) — - — —  0/0/24
Without Corrective 214.6k + 213.8k 1.9k + 1.9k 950.2 + 946.3 1.94 +£1.28 17/7/0
Only Allocation Domain - - - —  0/0/24
EFLC Everything On — — — —  13/18/0
Without Cascading - - - - 7/24/0
Without Speculative — - — - 6/25/0
Speculative (Not Prop) — - - — 0/0/31
Without Corrective - — - - 24/7/0
Only Allocation Domain - — - — 0/0/31

are presented in Table 4. Since the set of tasks solved by every configuration differs from that of
Table 3, the reported means are not comparable across the two tables.

We find that no single ablation maintains Everything On’s effectiveness across all the allocators.
Removing cascading propagation costs solved tasks on IFL, EFL, and EFLC, and removing speculative
refinement costs tasks on IFLC, EFL, and EFLC. Replacing propagating speculation with its non-
propagating variant is more damaging still, with EFL and EFLC becoming unsatisfied and IFL
losing two solved tasks. This is worse than no speculation at all, since removing speculative
refinement entirely still solves five and six tasks, respectively. The reason is that speculative
refinement can discover bottom—an empty abstract value, indicating that no concrete value can
satisfy the accumulated constraints—before sampling, but the non-propagating variant reports that
failure with only SpecialBasis. top for the blamed variables. Without speculative refinement, the
same inconsistency is discovered later by corrective refinement, whose more detailed refinement
information can guide subsequent attempts. Corrective refinement is important in general, despite
its cost: removing it reduces the solved count on IFL and IFLC and increases IFL’s mean backtracks
from 4.5k to 140.4k—over thirty times the wasted search to find the same bugs.

Support for domains beyond allocation is again useful for the hardest preconditions. With only
the allocation domain, EFL and EFLC are entirely unsatisfied, and the solved counts for IFL and
IFLC fall from 24 to 23 and from 32 to 27, respectively. The combination of wrapped intervals,
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congruences, and tristate numbers tracks constraints on sizes, alignments, and bit-level patterns
that the allocation domain alone cannot represent, demonstrating the value of generalizing the
original allocation-specific approach to additional abstract domains. This experiment does not
attempt to isolate the contribution of each individual domain.

EFLC exposes a tradeoff rather than a universally best configuration. The full configuration
solves 13 tasks and removing corrective refinement solves 24, yet neither dominates, as the 13 are
not a subset of the 24. Since no task is solved by every configuration, the table shows no means
for EFLC. Without corrective refinement, generation is cheaper and finds more bugs in simpler
functions within the two-minute limit, but for free it very often produces the trivial NULL, leaving
free’s bugs undetected. The full configuration tests free at the cost of slower generation elsewhere.
Every option thus improves bug-finding somewhere but can reduce throughput elsewhere, which
favors enabling refinement only where naive generation cannot satisfy preconditions and managing
configurations spec-by-spec. We lay out a possible selection strategy and its automation in Section 7.

6 Related Work

The key innovation in Lucas is using abstract domains to refine the sampling space of a random
generator at runtime. We discuss related work from constraint solving, abstract interpretation, and
test generation.

6.1 Constraint Solving and Propagation

Constraint propagation with abstract domains. There has been much prior work on performing
constraint propagation with intervals [21] and other abstract domains [8, 34, 37, 55]. Our work is
related in that we use refinements of abstract elements to propagate constraints. However, we do it
within our generator language, with our refinement strategies controlling when it occurs, rather
than propagating blindly. We also rarely save the information propagated, so as to avoid decreasing
the diversity of inputs generated.

Constraint-based test generation. Euclide [28] generates tests using a hybrid of finite-domain
propagation and dynamic linear relaxations, alternating local filtering with simplex calls that
tighten as domains shrink. FocalTest [12, 13] uses a translation to constraint logic programming
over finite domains, where propagation is used to prune the search space, aiming to generate test
inputs for coverage. Lucas shares the high-level goal of propagation-guided generation but only
performs it in certain circumstances, defined by our refinement strategies. We also use abstract
domains, reducing the amount of information propagated in exchange for speed.

6.2 Abstract Interpretation

Abstract interpretation [18] classically overapproximates reachable states statically. We instead use
backward abstract transformers at runtime to refine the values from which a generator samples.
Overapproximation may produce discarded samples but never excludes valid values.

We implement the non-relational domains of wrapped intervals [25], congruences [29], and
tristate numbers [20, 22, 56]. Relational domains such as octagons [39] and polyhedra [19] can
capture inter-variable constraints but are more expensive.

Lucas’s per-variable refinement and blame information fits a non-relational map domain. Rela-
tional domains would require new semantics and substantial runtime changes, while a sufficiently
expressive one approaches the cost and complexity of a constraint solver.

6.3 Techniques for Satisfying Preconditions

Narrowing and lazy generation. Needed narrowing and related approaches [5, 26, 54] lazily instanti-
ate values only as needed. Lazy SmallCheck [50] uses lazy enumeration for exhaustive bounded
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testing, and Claessen et al. [15, 16] adapts this technique to random testing. Adding such laziness
to Lucas would be useful. However, the current work would still be necessary, since laziness only
reduces how far backtracking traverses—one would still need a way to sample values satisfying the
constraints encountered.

Generator synthesis and constrained generation. Existing work does not target low-level languages
where resource constraints must be satisfied. Lampropoulos et al. [32] derive generators from induc-
tively defined properties in Rocq, which is a much more restricted language. Palamedes [27] uses
deductive synthesis in Lean. These approaches synthesize or define generators that satisfy logical
constraints. Lucas has to consider a more difficult problem, which intertwines those constraints
with resource constraints, having to reason about pointer arithmetic and ownership.

Separation logic testing. In Java StarFinder and Concolic StarFinder, Pham et al. [44, 45, 46] used
a decidable fragment of separation logic along with a solver, in order to generate satisfying inputs
for Java programs. We support a larger fragment of separation logic and have to deal with more
complex pointer arithmetic, due to targeting C.

Chou [14] generates stateful sequences of calls to CN-specified functions, using Fulminate as a
test oracle. If a precondition failure occurs, it’s an invalid sequence, and if a postcondition failure
occurs, it’s a bug. However, it requires a constructor or initialization function to begin the sequence,
whereas Lucas does not.

A recent tool, Darcy [2], uses an alternative strategy—an SMT translation—to generate test inputs.
Lucas is intended as a potential replacement for Bennet, with the ability to enable or disable the
refinement strategies, while Darcy is not. For example, for the ring queue in Section 5, generating
100 inputs for the push function takes Bennet and Lucas about 3 seconds, whereas Darcy takes 3 to
3.5 hours, due to the use of a recursive function in the specification. However, it is able to support
very complex preconditions by relying on a solver.

7 Limitations and Future Work

By default, only the allocation domain is enabled, since it is necessary for generating valid pointers.
Every other domain and refinement strategy is opt-in, selected with CLI flags. The heuristics below
give a workable configuration, not necessarily an optimal one.

A conservative approach starts with Everything Off and refines specification by specification
when Lucas fails to generate valid inputs. Invalid inputs are not the only reason to refine, though:
naive generation may produce valid inputs yet explore them ineffectively, as on PI-DLL and PI-CLL,
where Everything Off solves far fewer tasks than Everything On.

To guide these choices, Lucas reports the constraints responsible for the most backtracking and
those rarely satisfied within a test attempt—the two major sources of generation failure we found
in Bennet [3] and Lucas without refinement strategies. A constraint’s syntactic form then suggests
a domain: inequalities suggest wrapped intervals, remainder constraints suggest congruences,
and bitwise operations suggest tristate numbers. The refinement strategy depends on where the
constrained value comes from. We enable speculative refinement for a value generated locally and
corrective refinement for a generated argument, so failure information carries back to its generation
site. We choose cascading propagation empirically, enabling it for a case study and keeping it when
it improves generation.

These rules are only starting points. Domain selection, speculative refinement, and corrective
refinement could be automated into per-constraint or per-variable suggestions, though we have no
such rule for cascading propagation. Finer granularity could also help, such as converting some
assert to assert_domain, but not all.
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