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Property-based testing (PBT), widely used in functional languages and interactive theorem provers, works
by randomly generating many inputs to a system under test. While PBT has also seen some use in low-level
languages like C, users in this setting must craft all their own generators by hand, rather than letting the
tool synthesize most generators automatically from types or logical specifications. For low-level code with
complex memory ownership patterns, writing such generators can waste significant amounts of time.

CN, a specification and verification framework for C, features a streamlined presentation of separation
logic that is specially tuned to present only “easy” logical problems to an underlying constraint solver. Prior
work on the Fulminate testing framework has shown that CN’s streamlined specifications can also be checked
effectively at run time, providing an oracle for testing whether a memory state satisfies a pre- or postcondition.

We show that the restricted syntax of CN is also a good basis for deriving generators for random inputs
satisfying separation-logic preconditions. We formalize the semantics for a DSL describing these generators, as
well as optimizations that reorder when values are generated and propagate arithmetic constraints. Using this
DSL, we implement a property-based testing tool, Bennet, that generates and runs random tests for C functions
annotated with CN specifications. We evaluate Bennet on a corpus of programs with CN specifications and
show that it can efficiently generate bug-revealing inputs for heap-manipulating programs with complex
preconditions.
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1 Introduction

Property-based testing (PBT), popularized by QuickCheck [24], allows users to test a piece of
software against an executable specification on a large number of randomly generated inputs.
Initially developed for Haskell, PBT has now been applied to many other languages, including
Python [54], Erlang [7, 67], Scala [62], OCaml [84], and many others—even to low-level languages
like C [86]. It has also been applied to proof assistants [12, 45, 64] to assist formal verification.
PBT relies on generators for random inputs to a system under test. Many times this has to
be manually written, but we would like to be able to synthesize these from our specifications
automatically. To achieve this, we need a specification language that (1) can capture complex
memory ownership patterns, (2) is reasonably quick to check at runtime, and (3) facilitates automatic
generation of valid inputs. We argue that (a particular presentation of) separation logic fits the bill.
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Separation logic [78] is an important tool for describing the complex memory ownership of
heap-manipulating programs. It has been used by a number of verification tools, including Infer [16],
VST [5, 17, 89], VeriFast [40], Viper [61], Gillian [27, 55], and CN itself [74]. While separation logic
is an ideal method of describing valid heaps, it has rarely been used for testing. One reason might
be the difficulty in checking whether a memory state satisfies a given separation logic formula,
which is EXPTIME in the general case [11]. Various automatic verification tools, like VeriFast [40]
and Gillian [27, 55] have applied input/output mode checks to restrict formulas to a fragment that
is more amenable to proof automation. Instead of these mode checks, CN uses a restricted syntax
that forces specifications to be written in a style that always satisfies these mode checks.

Banerjee et al. [9] showed that CN’s syntax is also amenable to efficient runtime checking. Their
instrumentation tool, Fulminate, inserts checks into functions with CN specifications, alerting
the user when a precondition or postcondition has been violated on a given program run. If the
function under test is given an input satisfying its precondition, Fulminate can detect whether the
function’s result satisfies the desired postcondition. The motivating insight of the present paper is
that CN’s syntax for predicates and specifications is also useful for deriving randomized generators
for test inputs satisfying the function’s precondition.

We define a transformation from the syntax of CN specifications to a closely corresponding
generator DSL. We define a DSL that makes instantiation—and the location to backtrack to—explicit
for each argument, global, and memory value generated, and we formalize it with a monadic
semantics. We can synthesize generators, from expressions in the DSL, that perform backtracking
search, attempting to regenerate pieces of the input when they cannot satisfy the precondition.

Our generator synthesis algorithm is structured like an optimizing compiler, with two key
optimization passes. First, we lift constraints, where a generator for values satisfying P| |Q becomes
two generators, one for values satisfying P and the other for values satisfying Q, plus a random
choice between the two. Second, we conservatively reorder when variables are generated, to backtrack
earlier if necessary and decrease non-determinism. (For example, consider the numerical constraint
x ==y + z. If x is generated after y and z, generation is simply assigning the value of y + z to x.
If x is generated first, we would either have to rewrite the constraint to calculate y or z, or else
randomly generate values and backtrack.) We implement the generator synthesis algorithm in
a tool, dubbed Bennet, that compiles our DSL into C, allowing us to generate test cases for CN
programs and use Fulminate to check for specification violations.

We evaluate the bug-finding ability of Bennet on various case studies using an extension of the
Etna benchmarking framework [83]. We compare Bennet against AFL++ [26], a popular fuzzing
tool. We show the generality of our method by applying it to a large collection of examples from
the CN tutorial [75] and showing that it can generate precondition-satisfying inputs for all but one
of the current examples. To evaluate Bennet’s effectiveness in practice, we carry out bug-finding
studies on several more difficult examples, including complex data structures (binary search trees
and AVL trees), a resource management simulation, and a system for managing access to secret
keys. To assess the importance of the lifting and reordering optimizations, we perform an ablation
study on several of the most challenging case studies.

In summary, our main contributions are:

e We demonstrate that CN’s restricted syntax, already known to be good for proof automation
and runtime checking, is also useful for deriving random generators for complex heap shapes
(Section 2).

e We formalize a generator DSL that echoes the structure of the CN specification language and
give it a monadic semantics (Section 3). We define optimizations on this DSL that propagate
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constraints and reorder when values are generated to reduce the likelihood of backtracking,
significantly improving generation speed.

e We implement our DSL by compiling it to C, encoding complex control flow into relatively
simple and efficient C code (Section 4).

e We evaluate the bug-finding effectiveness of our generators on several case studies, including
data structures (BSTs and AVL trees) and small examples of critical systems code (an airport
simulation and a real-world key management system), showing them outperforming AFL++
(Section 5). We also demonstrate that our optimization passes give significant benefits via an
ablation study.

We close by discussing related work (Section 6) and limitations and future directions (Section 7).

2 Overview

We introduce CN specification language by example, review how it can be used to check whether
a heap is valid [9], and sketch an alternative interpretation of CN statements as generators of
arguments and heaps.

2.1 Checking Heaps Against Specifications

We begin by showing how to check if a specific heap satisfies a logical precondition or postcondition.

Suppose we have a simple function that takes a pointer
to an integer and doubles its value in-place.

Since signed overflow/underflow are undefined behavior
in C, we want to ensure that p is a valid int pointer and that
n doubled does not overflow/underflow. In most program *po=m; o}
logics, a precondition for this function might look like this:

void times2(int *p) {
int n = xp;
int m = n + n;

3n. pr>n A INT32 MIN < n+n < INT32_MAX

In English, this says that there exists an integer n at the location pointed to by p, where n + n is
a valid 32-bit integer. Given a concrete heap and asked if it is a model of this formula, one could
simply look at the value at p in the heap to get the value of n. This lookup requires no backtracking,
but checking that existentially quantified formulas are satisfied can require backtracking in general.
(E.g., to check whether a given heap satisfies the formula Jp. p +— 42, we must examine every
location in the heap.) To support efficient validation of formulas against heaps, we would like to
restrict attention to those that can be validated without backtracking. Some verification tools use
semantic checks such as mode analysis for this purpose. CN uses syntactic restrictions.

Suppose we rewrite the body of the times2 precondition to use a predicate, canDoublePointee,

canDoublePointee(p,n) = p +— n A INT32_MIN < n+n < INT32_MAX

and rewrite the precondition itself as 3n. canDoublePointee(p, n). The type of canDoublePointee
is Loc — Z — Heap — B, taking a memory location and an integer, and returning a proposition
on heaps (Heap — B). Rearranging, we can write the type as Heap — Loc — Z — B.

The key insight into CN’s syntax is that, for all types A, the set of functions of type A —
B is isomorphic to the powerset of A. A function f of type A — B corresponds to the subset
A ={a e A| f(a)} of satisfying inputs to f.

Assuming that heaps store only integers, consider the type of the points-to relation, >, namely
Heap — Loc — Z — B. By the above isomorphism, this type is equivalent to Heap — Loc — P(Z).
But, since there can only be a single value at a given location in a heap (or none at all), the type is
really Heap — Loc — Option Z, i.e., the type of functions from heaps and locations into values in
the Option Z monad.
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Going further, suppose we want to check that some heap satisfies a separation-logic assertion
P Q. This assertion can be read as “This heap consists of two disjoint parts, one satisfying p and
one satisfying q”—that is, to check naively that a given heap satisfies it, we would need to guess a
partition of the heap into two disjoint parts and recursively check that one satisfies p and the other
g. There are exponentially many ways to make this split, so clearly we need a better idea to make
checking efficient.

Suppose we remove our initial Heap argument and replace our option monad (Option Z) with
a state-option monad (MarkedHeap — Option (Z,MarkedHeap)). That is, instead of expecting a
singleton heap in our points-to function, we take a heap of any size and mark the given location, if
present in the domain of the heap and previously unmarked, as “owned,” returning the updated
heap along with the value read from the given location. To guarantee unique ownership, we return
None if a location is already marked. This new points-to function (of type Loc — (MarkedHeap —
Option (Z,MarkedHeap))) captures the intuition of CN’s unique-ownership primitive, Owned.

Returning to our example, CN’s syntax allows canDoublePointee to be written like this:

predicate integer canDoublePointee(pointer p) {
take n = Owned(p);
let r = n + n;
MINi32() <= r; r <= MAXi32();
return n; }

It assigns the return value of Owned to n using the take construct, which is semantically a monadic
bind—that is, it passes along the MarkedHeap state resulting from the body of the take to the
remainder of the predicate, aborting the remainder with None if the body returns None). This
captures the guarantees of a separating conjunction within CN. The take is followed by an ordinary
let, two logical constraints, and a monadic return, which will return Some(n) if evaluation reaches
that point. The logical constraints are simply evaluated, returning None if they are false.

In the full specification for times2, the

precondition says that the caller of times2 requires )
must provide a pointer p and a heap such take n = canDoublePointee(p);
that evaluating canDoublePointee(p) on ensures
this heap yields Some(n) for some n. The take m = Owned<int>(p);
== n + n;

postcondition then promises that evaluating m ==
canDoublePointee(p) in the heap at the end
of the call to times2 will yield Some(m), where m = n + n.
For a more interesting example, let’s define an inductive predicate for lists of positive integers,

predicate (datatype int_list) PosIntList(pointer p) {
if (p == NULL) { return (Nil {3}); 3}
else { take n = Owned<struct list_node>(p);
assert (n.head > 0);
take rest = PosIntList(n.tail);
return (Cons {hd: n.head, tl: rest}); }}

where the C type list_node and the CN type int_list are defined as:

struct list_node = { int head; struct list_nodex tail; }
datatype int_list = { Nil {3}, Cons { i32 hd, datatype int_list tl } }

Computationally, this “predicate” behaves like a function, taking in a pointer as an argument and
constructing a result belonging to the algebraic data type int_list with constructors Nil and
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Cons. Each time it is called, the predicate checks whether p is NULL. If so, it returns the empty list.
Otherwise, it reads the value pointed to by p, claiming ownership (and checking that it has not
already been claimed) of this heap cell, and asserts that the value stored in this node is positive,
before performing a recursive call to read out the rest of the list.

For example, suppose we want to check PosIntList(p), where p is 0x40, against the following
concrete marked heap.

{ 0x10 — (false, (struct list_node) { .head = 5, .tail = 0x00 }),
0x40 +— (false, (struct list_node) { .head = 10, .tail = ox10 }) }

We begin by checking if p is NULL; it is not, so we take the else branch. We then attempt to take
ownership the memory block from p (inclusive) to p + sizeof(list_node) (exclusive), which
succeeds since it is unmarked in the heap; then we mark those locations as owned. We check
that n. head, which is 10, is greater than zero. It is. Then we perform a recursive call, passing in
n.tail (0x10). We once again take the else branch of the NULL check and mark the heap to claim
ownership. Finally, on the second recursive call, with argument 0x00, we take the first branch of
the if, return back up the call stack, and produce the following result:

Cons { hd: 10, tl: Cons { hd: 5, tl: Nil {} } }

2.2 Generating Heaps from Specifications

At this point, we have seen how to check whether a given heap satisfies a given separation-logic
formula in CN’s restricted syntax. What about the converse problem of generating random heaps
satisfying the separation-logic precondition of a function under test.

Naively, since we can check concrete heaps efficiently, we could consider generating completely
random heap states, checking if they match the precondition, and discarding those that don’t.
However, while this generate-and-test method can be effective in very simple cases, it is not
applicable for CN in general: the space of memory states is far too large for a randomly chosen
heap to have a nontrivial chance of satisfying a sparse precondition like “p points to the root of a
valid binary search tree”

A better approach is to consider a new interpretation of CN predicates as random generators
of satisfying inputs. This idea has been applied previously to specifications of functional data
structures [34, 42, 44, 68]. Our novel contribution is showing that it can be extended to separation-
logic specifications of C heap structures.

For example, we can automatically derive the following GenPosIntList generator from the
PosIntList predicate defined above:

generator (datatype int_list) GenPosIntList(pointer p) {
if (p == NULL) { return (Nil {3}); 3}
else { letx n = arbitrary<struct list_node>();
struct list_node p := n;
assert (n.head > 0);
let* rest = GenPosIntList(n.tail);
return (Cons {hd: n.head, tl: rest}); } 3}

The first line in the else branch is a let*, which introduces a variable n bound to an arbitrary
struct list_node. For integer types, arbitrary samples from a uniform distribution. For pointer
types, it chooses randomly between generating NULL or a new heap pointer (via malloc). An
arbitrary value for a struct is recursively defined as a struct built from arbitrary members.
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The second line of the else performs an assignment to the under-construction heap, checking that
the assignment is valid—that is, that it satisfies two conditions: there must be enough space, and none
of the memory can have been assigned to before. (Each assignment corresponds to an Owned in the
original predicate, so assigning to the same location twice would violate the disjointness requirement
of Owned.) Here, we check that the memory cells from p to p + sizeof(struct list_node) - 1
are allocated and that none of these bytes have been assigned to. If both of these conditions are
true, n is assigned to p. Otherwise, the generator will backtrack to where the pointer was generated
and either allocate more memory or generate a different pointer.

If the assert in the next line fails because n.head is less than 1, the generator will backtrack to
where n was generated and try again. Finally, we make a recursive call with our newly generated
tail pointer and use the result to build our return value.

To implement a generator that does all this, we need to build a heap while checking that locations
are assigned at most once; for this we use a marked heap, as we did above for checking heap predi-
cates. We also need to signal when asserts fail, so it makes sense to begin with a state-option monad,
as we did for checking specifications. We also need a source of randomness to allow for making
random choices. This results in a more complex state, GenState = { seed :: RandomSeed, heap ::
MarkedHeap }, for a state-option monad, Gen’ a = GenState — Option (a, GenState). (The prime
indicates that we will need to generalize it a bit more, below.)

As a concrete example, let’s see how the two-list-cell heap that we saw in the previous subsection
might be generated. Suppose we call GenPosIntList(p), where p is 0x40, with the heap { 9x40 +—
(false, (char)@) }.Here, x40 only points to a single byte of memory, which has not been assigned
to yet (marked false). As a result, assigning to @x41 would be an out-of-bounds access. (We assume
that 9x40 points to zero for simplicity of presentation; in reality, our final generator in C uses
malloc and so does not zero memory.)

Since p is non-null, we start by taking the else branch of the conditional. For the let* and
arbitrary, suppose we generate (struct list_node) { .head = -5, .tail = 0x00 }.

Assuming ints are 4 bytes and pointers are 8 bytes, the next line wants to assign n to locations
0x40 through 0x4F (a single struct list_node requires 16 bytes due to padding). But our current
heap only has 0x40 allocated. Therefore, we must backtrack to the caller of GenPosIntList to
reallocate p to point to at least 16 bytes.

Our current generation monad, Gen’, simply returns None when it fails, providing no information
about the cause of the failure. But here we need to tell the generator that generated p how many
should actually be allocated. We introduce two new types, Result and Failure, where Result is
like Option, except it has carries a value of type Failure instead of None. We enrich the monad to
communicate this information to where p was allocated. We change the state-option monad, Gen’, to
a reader-state-exception monad, Gen a = GenEnv a — GenState a — Result (a X (GenState a)),
where GenEnv contains an element of Option Failure.

After backtracking and reallocating p with 16 bytes, we replay the same choices, putting us
back at the “:=" with n equal to (struct list_node) { .head = -5, .tail = @x0@ }, but
with a different heap: { 0x40 — (false, (char)®@), 0x41 +— (false, (char)®), ..., Ox4F —
(false, (char)@) }. This time the assignment succeeds, resulting in the heap { 0x40 — (true,
(struct list_node){ .head = -5, .tail = 0x00 }) }.

Next we come to the assert, which checks if n. head (-5) is positive and fails. We then backtrack
to the assignment, un-marking x40 to @x4F, before backtracking to the let*. Since the assertion
that failed referenced n, we try regenerating n. Note that we wanted to make the same choices after
reallocating for the previous failure, since we did not want reallocation to change our generator’s
distribution. However, for this failure we want to make different choices, because we are generating
a different value for n and that might lead to a different path being taken. Suppose, this time, we
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generate (struct list_node) { .head = 10, .tail = 0x10 }, where 0x10 is allocated via
malloc. After we perform the assignment again, we have the heap:

{ @x10 > (false, (char)o),
0x40 — (true, (struct list_node) { .head = 10, .tail = ox10 }) }.

This time the assertion passes, so we continue with the recursive call. Similar to what we just
walked through, this call will backtrack to reallocate 16 bytes for 0x10. Eliding the details, suppose
that the result of the recursive call is Cons { hd: 5, tl : Nil {3} }. The final result is then
Cons { hd: 10, tl: Cons { hd: 5, tl : Nil {3} } 3, with this heap:

{ 0x10 > (true, (struct list_node) { .head = 5, .tail = 0x00 3}),
0x40 — (true, (struct list_node) { .head = 10, .tail = ox10 }) }

3 From Specifications to Generators

The scheme sketched in Section 2 is sufficient to transform a precondition into a generator that
is guaranteed to produce only values and heap states satisfy the precondition. However, if this
scheme is applied naively, the exact shape of the original predicate can make a huge difference
in the efficiency of the derived generator, and the most intuitive way to write the predicate does
not necessarily yield a generator that minimizes backtracking. To do better, we need to be able to
reason about the structure of the predicate and transform it into a more generator-friendly version.
Accordingly, we introduce a lower-level DSL that, in particular, separates generating values from
placing them in memory and introduces additional forms that are useful for optimizations, like
pick, which randomly selects from a list of generators.

Internally, Bennet follows roughly the structure of an optimizing compiler, with a frontend, an
intermediate representation, optimization passes, code generation, and a runtime system. First,
we convert CN specifications and predicates to the generator DSL (Sections 3.1 and 3.2; we define
the DSL and its monadic semantics—the interesting part—in Section 3.1 and the translation from
CN into the DSL in 3.2). Second, we optimize generators by lifting logical constraints into the DSL
(Section 3.3) and reordering variables (Section 3.4). Third, we add additional information to our
DSL to ease our lowering to C (Section 3.5). Finally, we lower to C and link with some runtime
support code (Section 4).

3.1 Generator DSL

We gave a high-level sketch of our generator DSL in Section 2.2; we now make it precise. We use
the metavariable cty for C types and bty for CN types. The complete syntax is:
ex=x|n|er==ey,|e1<ey|!e|er||e|e &8 e, |e; impliese, |e; ?ep:e3
| array_shift<cty>(es,ep) | ...
g == arbitrary<cty>() | uniform<cty>() | alloc() | pick([g1, ..., gxn1)
| GenName(xq : e1,...,X,:€p) | return e|cty e :=e'; g'|let x = e; g’
| letx x = g; g' |let(n)* x =gi; g, | assert(e); g' [if (e) { &} else { g}
gen == generator bty GenName(bty; x1, ..., bty, x){ g }

The grammar is built up from a set of “pure” expressions e that do not interact with the heap.
We don’t need to go into much detail about these, since computing terms is done via Fulminate.
They include standard arithmetic operators as well as logical implication (written implies) and
pointer arithmetic (written array_shift because it is usually used with pointers to arrays). The
pure expression array_shift<int>(p, 10) is equivalent to the C expression (intx)p + 10.
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The semantics for the DSL is defined by a translation to the reader-state-exception monad Gen a:
GenState = { seed :: RandomSeed, heap :: MarkedHeap, vars :: Map Sym cnPExp }
GenEnv a = { failure :: Option Failure, ctx :: GenCtx a }

Failure = Allocation Sym Int | Assertion (Set Sym)

GenCtx a = Sym — [a] — Gen a

Result a = Success a | Error Failure

Gen a = GenEnv a — GenState a — Result (a x (GenState a))

A generator’s state (GenState) consists of a random seed (RandomSeed) and a marked heap
(MarkedHeap) that tags each location with a boolean value. We also need a map from variables to
values, stored as pure CN expressions of type cnPExp.

The generation environment (GenEnv) includes an optional Failure cause, to support more
intelligent regeneration after backtracking. These come in two forms:

o Allocation failures. Since CN predicates can perform pointer arithmetic, it is difficult to know
ahead of time exactly how many bytes should be allocated in the heap for a given pointer. If
we guess wrong, we must be able to backtrack and reallocate the pointer to point to a larger
block of memory. In this case, we need to know the pointer that needs to be reallocated and
how much memory is required, resulting in the failure value Allocation “p” 101.

o Assertion failures. When logical constraints are not satisfied, we must also backtrack. In this
case, many variables may be to blame. We take all the variables referenced by a failing logical
constraint as the argument to the Assertion value. For example, ifx / 2 ==y / 3isa
logical constraint that evaluates to false, the failure would be Assertion {“x”, “y”}.

The generation environment also includes a context GenCtx to allow calls to other generators; for
each, it stores the name of the generator and a list of arguments.

The Error case stores information about why a failure occurred, allowing the generator to be
more targeted about what values to regenerate or how much to reallocate. The monad, Gen a, takes
the environment and state, producing Success with a value of type A and an updated state on
success and producing Error on failure.

Finally, pure expressions are effect-less calculations denoting booleans, integers, maps, and
structs that may appear at the leaves of DSL expressions. To evaluate them in the definitions below,
we use the function evalPure : cnPExp — cnPExp, which takes pure expressions and produces
pure expressions. This corresponds to reusing some of Fulminate’s internals in our implementation.

The semantics of the DSL is a function M|[-]] from DSL terms to Gen cnPExp. All our generators
produce CN values, represented as constant pure expressions.

The rest of this subsection explains how this function works for the various cases of the DSL
syntax.

3.1.1 Basic Constructs. The if-else and return constructs do not affect ownership and do not
introduce new values, so their translations into the monad are simple. We substitute any variables
with their values from the state—this substitution is written [state.vars].

MI[if (e) { g7 } else { g, }]] = Aenv. Astate.
if evalPure(e[state.vars]) then M|[gi]](env)(state) else M|[[g.]](env)(state)

M{[return e]] = Aenv. Astate. Success (evalPure(e[state.vars]), state)

3.1.2  Primitive Values. Next, we need to be able to generate arbitrary values of all C types. We
begin with integers and pointers, then discuss structs.
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M[[alloc()]] = Aenv. Astate.
match (env.failure) with
| Some (Allocation _ n)
let (p,heap’) = heapAlloc(n)(state.heap) in
Success (p, state{heap < heap’})
| _=

let (n,seed’) = uniformSample(1,nullInEvery)(state.seed) in

if n=0 then
Success (NULL, state{seed « seed’})
else

let (p,heap’) = heapAlloc(sizeof(intmax_t))(state.heap) in

Success (p, state{seed « seed’, heap « heap’})

Fig. 1. Pointer generation (alloc)

Integers. To generate integers, the DSL provides a primitive, uniform<cty>() that samples from
the uniform distribution on integers of the given type. The function isIntTy returns true when its
argument is an integer type and isSignedTy returns true when its argument is signed.

M{[[uniform(cty)()]] = Aenv. Astate.
let (minVal, maxVal) = getBounds(isSignedTy(cty), sizeof(cty)) in
let (v, seed’) = uniformSample(minval, maxVal)(state.seed) in

Success (v, state{seed « seed’})

The uniformSample function takes the bounds of a range and returns a function of type
RandomSeed — (cnPExp, RandomSeed). The returned cnPExp is an integer constant sampled from
the provided range. We use getBounds to get the range of possible values for a given signedness
and number of bytes.

Pointers. Pointer types are more complicated than integers—we cannot just naively choose from
among all representable values—so we define a dedicated syntactic form for them in the DSL,
written alloc().

Consider a CN specification that contains Owned<char>(p). Initially, we would like the corre-
sponding generator in the DSL to allocate 1 byte and store an arbitrary char at p in the generated
heap. However, suppose we later encounter part of the specification that includes the constraint
Owned<int>(array_shift<char>(p, 100)). Then we need p to point to at least 101 bytes. It
seems difficult to know, when we first allocate p, how many bytes we actually need to allocate.
Perhaps we could perform a sophisticated interprocedural analysis to overestimate the amount
of memory needed; there is no T element here, though, since we can’t allocate infinite memory,
which complicates widening in such an analysis. So, instead, we use backtracking to reallocate
more memory later, when needed, and omit a size argument to alloc.

We track this information via the failure field in the environment. Failures that require allo-
cation look like Allocation x n, where x is the name of the base pointer and n is the number of
bytes required. The heapAlloc function takes a number of bytes and returns a function of type
MarkedHeap — MarkedHeap that allocates the requested number of bytes. (See Figure 1.)
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arbitrary<cty>() when isIntTy(cty) = uniform<cty>()
arbitrary<cty*>() = alloc()
arbitrary<struct tag>() =

let* fresh; = arbitrary<cty;>();

letx fresh, = arbitrary{cty,)();

return (struct tag {.x; = freshy, ..., .x, = fresh,})

Fig. 2. arbitrary

When handling an Allocation failure, it will allocate at least the number of bytes needed.
Otherwise, it chooses NULL with probability 1/nullInEvery (where nullInEvery is a user setting),
and the rest of the time creates a pointer to at least one byte (via malloc-ing the size of intmax_t).

In the case of an Assertion failure, the default branch is taken, since it means we want a different
pointer, such as wanting NULL.

Structs. Next we define the DSL form arbitrary, which can generate values of any C type
(except, for the moment, unions, as CN does not support them yet). We introduce a new construct,
let*, a generalization of let that allows generators on the right side of the equals, rather than just
pure expressions. It is explained carefully later; intuitively, it marks every location where a value
was made by the generator and so where generator failures need to be handled.

We define arbitrary in terms of uniform, alloc, and letx. For the struct case, the struct’s
definition is struct tag { cty; xi; ...; ctyn Xn; }. We desugar any typedefs. The function
isIntTy returns whether its argument is an integer type and isSignedTy returns whether its
argument is a signed integer type. For primitive types, we use the respective primitive generators.
We generate arbitrary structs by recursively generating arbitrary values for the members.

3.1.3  Satisfying Logical Constraints. Logical con-

straints on generated values are written assert(e). MM [[assert(e); g]] = Aenv. Astate.
If we find we have. made a logical .constralnt false if evalPure(e[state.vars])
at some point during the generation process, we

backtrack and regenerate values, beginning with then M[g]|(env)(state)

the most recently generated. To avoid regenerat- else Error (Assertion (freeVars(e)))
ing values that have nothing to do with the logical

constraint that failed, we represent such failures as Assertion xs, where xs is the set of all variables
that could be responsible for the failure.

If a logical constraint evaluates to false, the Assertion exception is thrown, carrying the set of
variables in the constraint. This only approximates the variables that are truly to blame for a failure.
It excludes variables that have previously constrained variables involved in the failing assertion. For
example, y could be constrained to be less than z, which is INT_MIN, making x < y impossible to
satisfy. However, when x < y fails, only x and y would be blamed. This approximation has worked
well in practice; we leave more sophisticated analysis to future work.

3.1.4 Satisfying Resource Constraints. Next, let’s consider resource constraints.

Ownership Primitives. When checking a CN predicate against an existing heap, Owned returns the
value stored at a location. Furthermore, Owned implies guarantees about the memory it reads from;
it ensures that e evaluates to a valid address (no SEGFAULT) and it does not overlap with memory
claimed by a previous Owned call. Conversely, when generating a heap to satisfy Owned<cty>(p),
we need to fill in the heap locations that p points to so that they contain an arbitrary generated
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M|[cty eaddr = eva1; g]] = Aenv. Astate.

let p = evalPure(esqqr[state.vars]) in

if not isUnmarked(p,sizeof(cty), state.heap) then
Error (Assertion (freeVars(eaddr)))

else if not isAllocated(p, sizeof(cty), state.heap) then
let parent = pointerVar(easgqr) in
Error (Allocation (parent) (p — parent + sizeof(cty)))

else
let value = evalPure(eys[state.vars]) in
let heap’ = heapAssign(p, cty, value)(state.heap) in
M{[g]l(env)(state{heap « heap’})

Fig. 3. Memory Assignment

value of type cty. Also, if the locations being assigned to are not valid (allocated) addresses, or if
they have already been assigned to by a previous assignment, we want to backtrack.

The assignment expression in our DSL (Figure 3) serves this purpose. It evaluates the address
that will be assigned to and checks that the necessary number of bytes starting at that address are
unmarked. If not, it returns an assertion failure, triggering backtracking to generate a different
(non-overlapping) pointer. Otherwise, it checks that the target bytes are allocated and, if not, returns
an allocation failure to reallocate the necessary bytes. (Since the address could be an array_shift,
it extracts the parent pointer, which is what needs to be reallocated with a larger number of bytes.)
Finally, it evaluates the value to store, stores it in the heap, and continues with the remaining
generator g.

The function pointerVar, given a pure expression, returns the name of a pointer-typed variable
that appears in it. For example, given char array_shift<char>(p, 10) := ..., we can deter-
mine that p must reallocate at least 11 bytes (array_shift<char>(p, 10) - p + sizeof(char)).
To make this operation sensible, we require that address expressions contain a single pointer-typed
variable. All the addresses we’ve encountered in existing CN code are either specific pointers or
offsets from pointers.

We assume the existence of three functions over marked heaps. First, isAllocated(p, sz, heap)
checks that at least sz bytes are available at p. Second, isUnmarked(p, sz, heap) checks that all of
the bytes between p and p + sz are unmarked. Finally, heapAssign(p, cty, v) produces a function
of type MarkedHeap — MarkedHeap that marks and assigns v of type cty to p.

If any of the memory we’re trying to assign to has already been marked, we backtrack on all the
free variables in the address expression. This allows regenerating pointer offsets, as well as the
pointer itself. If any of the memory isn’t allocated, we return an Allocation error with the parent
pointer. The size in this case is the bytes between the parent and the address of interest, plus the
size of the value we want to assign. Finally, if the memory is allocated and has not been assigned
to, we evaluate the expression on the right and assign it to p. We update the heap and call the rest
of the generator.

User-defined Predicates. One might expect calls to user-defined predicates to simply translate to
calls to user-defined generators. Due to backtracking, there is a bit more to it. (See Figure 4.)

Suppose we define predicates F and G. If we generate x = y = —1, calling F(x + y) would
fail. We then need to backtrack out of the body of F, but the exception Assertion {n} contains n,
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M{[[PredName(x; : e1,...,X, : €y)]] = Aenv. Astate.
let [vq,...,vy] = [evalPure(e;[state.vars]),...,evalPure(e,[state.vars])] in
match (env.ctx)(PredName)([vs,...,vy]) with
| Error (Allocationy sz) when (for some i,x; =y) =
let p = pointerVar(e_i) in
Error (Allocation p (sz + evalPure(v; — (p[state.vars]))))
| Error (Assertionys) =
Error (Assertion {z |y e ys Ay =x; Az € freeVars(e;)})

| result = result

Fig. 4. Call to user-defined predicate

which does not appear in the precondition or the function’s arguments. We want Assertion {n}
to become Assertion {y, z}.

To achieve this, we tag all calls to generators
derived from user-defined predicates with their
argument names, so that backtracking failures can
have their symbols renamed to the new scope. We
provide the semantics of calls below. It looks up

generator i32 F(i32 n) {
assert (n > 0);
return n; }

generator i32 G() {
let* x = uniform<i32>();

PredName in env.ctx, passing in the arguments. If letx y = uniform<i32>();
the called generator returns a failure, the blamed letx z = F(x + y);
variables are renamed from the callee’s context to return z; }

the caller’s context.

As in the definition of assignment, due to the use of pointerVar, we require that pointer
arguments involve a single pointer-typed variable. Suppose a generator has an argument p, which
we’re backtracking to reallocate 10 bytes. As we backtrack to the caller, what if the argument for p
is array_shift<int>(q, 5)? Then not only do we need to rename p to q in the failure, but we
need to add 5 to the number of bytes needed. This is because q is getting reallocated now, not p.

3.1.5 Backtracking Destinations. It remains to define semantics for one construct, let* (see Fig-
ure 5). We've noted that let* allows generators on its right side and that this is where newly
generated values are introduced. Accordingly, let* is responsible for handling failures.

Recall that there are two type of failures: assertion failures, when a different value is needed,
and allocation failures, when more memory needs to be allocated.

Assertion Failures. In the first case, we want to generate new values, so we use newSeed, a function
which takes the current RandomSeed and produces a new independent one. However, we don’t
want to keep trying forever on the same variable. Consider the logical constraint x < y over two
arguments of type int32_t, when x = INT32_MAX.In this case, it is impossible to generate a y which
is greater than x. If y is generated after x, it will be reached by backtracking first, and so a satisfying
solution would require backtracking further, to x. So we define a maximum number of assertion
regenerations allowed. The count is reset every time a variable defined earlier is backtracked to. We
reflect this in the syntax as let (n)*, where n is permitted number of regenerations. Actually, letx is
syntactic sugar for letx(max_regenerations), where max_regenerations is a user-configurable
setting, defaulting to 25. Plain let x = e is syntactic sugar for let(@)* x = return e. Since
return is deterministic, regenerating x would be result in the same value, so we set the number of
backtracks allowed to zero.
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M[[let(n)* X = ginner;&restll =

ask >>= AoldEnv.

get >>= loldState.

M[Zimner]] >>= Av. Aenv. Astate.

match M|[[grest]](env)(state{vars « state.vars U {x + v}}) with

| Error (Allocation x’ sz) when x =x' =
let env’ = oldEnv{failure « Some (Allocation x’ sz)} in
let state’ = oldState{seed « (state.seed)} in
M[[1et(n)* x = ginner;8restll(env’)(state’)

| Error (Assertion xs) when x € xs =
if n > @ then

let env’ = oldEnv{failure « Some (Assertion xs)} in
let state’ = oldState{seed « newSeed(state.seed)} in
M{[[Llet(n - 1)* x :ginner;grest]](env/)(State/)

else

Error (Assertion ((xs\ {x}) U freevVars ginner))

| result = result

Fig. 5. Monadic Semantics of let*

Allocation Failures. In the second case, we do not want to generate new values. If we made new
choices after performing reallocation, taking the exact same path through the generator again
would be unlikely. This would skew the generator’s distribution by making inputs that require
more memory less likely. Instead, we want to allocate more memory than originally but otherwise
generate the same values. We do this by saving the RandomSeed after generating a value. If an
allocation failure causes is to backtrack to a given let*, we allocate the required amount of memory
and then restart the following generation using the stored RandomSeed.

Monadic Semantics. The semantics of 1let* are given in Figure 5. To lighten the handling of state
and environment, we rely on some standard operations for reader and state monads: ask returns the
current environment, and get, which returns the current state, just as ask returns the environment.
We also use the Haskell notation >>= for monadic bind, of type Gen a — (a — Gen b) — Gen b.

In the allocation-failure case, we use the state after calling the inner generator the first time, since
alloc may use randomness to decide between NULL and a valid pointer, but won’t when processing
an allocation failure. When all regeneration attempts are exhausted, it returns the previous failure,
but modifies the set of variables to blame. This allows us to backtrack to deterministic variables
(those bound by lets whose right-hand sides are pure), where let x = 10 + y can be desugared
into let(@)* x = return (10 + y).In that case, an assertion failure that blames x becomes one
that blames y.

3.2 Translation from CN to the DSL

We next give the grammar for CN and show how to translate CN specifications and predicates to
our DSL.
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3.2.1 CN. The CN specification language is based on constraints, which come in two flavors: logical
constraints and resource constraints. Logical constraints are bare pure expressions, which do not
interact with the heap. They include, for example, the inequalities in the double function. Resource
constraints are the part of CN that constrain the heap. There are two types of resource constraints:
the primitive Owned<cty> and calls to user-defined predicates.

These constraints plus a pure let that simply gives a value a name, form statements. Statements
can be placed in specifications or inside of clauses, which are used in predicates to allow branching
and have return values. CN also allows types to be defined at the specification level, as we saw in
the PosIntList example. The grammar of specifications is:

resource :=Owned<cty>(e) | PredName(e,...,epn)
statement :=let x =e; | take x = resource; | €;
statements :=statement | statement statements
spec :==requires statements ensures statements’
clause :=statements return e
clauses :=clause | if (e) { clause } else { clauses }
pred :=predicate bty PredName(xy,...,x,){ clauses }

3.2.2  Defining the Translation. We next show how how to translate from CN formulas to the
internal DSL.

Basic constructs. Many CN constructs translate directly into the DSL:

CN-to-DSL[[if (e) { clause } else { clauses } ] =
if (e) { CN-to-DSL[[clause]] } else { CN-to-DSL[[clauses]] }
CN-to-DSL[[return e;]] = return e
CN-to-DSL[[let x = e; statements]] =
let x = e; CN-to-DSL[[statements]]
CN-to-DSL[[e; statements]] =
assert(e); CN-to-DSL[[statements]]

Next, let’s consider resource constraints, which are introduced in CN via take. The interesting
parts come from the translation of the different sorts of resources that can be taken; the translation
of take itself is simple.

CN-to-DSL[[take x = resource; statements]] =
letx x =CN-to-DSL[[resource]]; CN-to-DSL[[statements]]
We next consider how different sorts of resource constraints are translated.

CN’s memory primitive, Owned, claims ownership of a piece of memory and returns the value
stored there. Therefore, given Owned<cty>(p), we would like p to point to an arbitrary value of

type cty.
CN-to-DSL [[Owned<cty>(e)]] =
let* fresh = arbitrary<cty>();
cty e := fresh;
return fresh

This translation generates a random value of type cty, assigns it to e, and returns the random
value.
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We define the translation from CN, assuming that we have a list, x1, . .., Xn, of the names of the
arguments of PredName. We annotate the names of the arguments because, in case of a failure, we
need to be able to remap the variables referenced in the failure from the callee’s context to the
caller’s context.

CN-to-DSL[[PredName(eq, ..., ey)]] =
PredName(x; : e, ..., Xn: €n)
3.2.3 Specifications and Predicates. We have now defined all we need to take a CN predicate
and convert it into a generator that guarantees that its arguments and produced heap satisfy the
predicate. Only one small thing remains: when testing functions, we also have to generate their
arguments. We define a translation CN-to-DSLgpec [[-]], which takes a specification and a list of
argument names and their C types.
CN-to-DSLgpec[[requires statements ensures statements']] = A(xy,ctyq),..., (Xn, Ctyn).

letx x; = arbitrary(cty;)();

letx x, = arbitrary(cty,)();

CN-to-DSL[[statements]]

return {x; : X1, ..., Xpn : Xn}
With every C function f and accompanying CN specification spec and arguments X, ..., Xp
with types ctys, ..., cty,, we create a mapping from f to CN-to-DSLpec[[spec]]. The collection

of these mappings, with type GenCtx cnPExpr, is the context passed to our semantics.

3.2.4 Inlining and Flattening Generators. Now that can get generators from our predicates, let’s try
to improve them. An easy way to provide more context and freedom to our optimization passes is
to inline non-recursive generators. However, this can result in more complicated control flow, like
the generator below.

let* x = if (e) { g Yelse { g, }; g =

if (e) { let* x = g1; g } else { letx x = g; g’ }

Therefore, we perform a flattening pass, where we try to move ifs to the outermost level, turning
the generator above into the one on the bottom.

While this has made each branch of the if have a constant X, it’d be even better if they could
reason about y. If, y is defined in the preceding lines before this snippet (it is not an argument to
the predicate) we can rewrite the snippet using pick.

g'; if (e) { g1 Yelse { g2 }=
pick ([(g'; assert(e); g1), (g'; assert(le); g2)1)
We define pick equivalently to the backtrack combinator from Ode on a Random Urn [46],
which samples without replacement from a list of generators.
Given a list of generators, pick randomly selects between them. Should the generator selected
fail with an assertion failure, pick will choose a different branch, only backtracking after it has
tried all of them.

3.3 Lifting Logical Constraints

We want our optimization passes to have as much information as possible at their disposal. Consider
the logical constraint x == 10 || x == 11. We could optimize a generator for each case and pick
between them, if we could “lift” them to the level of our DSL. Lifting means taking logical operators
in pure expressions and moving the logic into the DSL language.
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In the case of conjunction, lifting is easy:
assert( e; &X e, ); g = assert(e;); assert(ey); g

That is, we can split a conjunction into two separate asserts. If x is referred to by e; and not by
e, the reordering pass may later be able to move assert(e,) to before x is generated. Then, if e,
is false, the generator will do its backtracking before wasting time generating x.

Implication and conditionals are lifted like this:

assert( e; impliese, ); g = if (e1) { assert(e;); g} else{g}
assert( e;?ey;:e; ); g = if (e;) { assert(e;); g } else { assert(e;); g}

Similar to lifting conjunctions, these rewrites don’t change the generator’s distribution. They
simply give the flattening pass (described below) more to do.

We use pick for disjunctions.

assert( ej|lex ); g = pick([(1,assert(er); g),(1,assert(e;); g)])

Unlike the previous rewrites, lifting disjunctions does change the distribution. While this was ini-
tially a limitation to be fixed, users of Bennet have actually used this fact to skew their generator’s dis-
tribution. For example, they might write, assert(x < INT32_MAX / 2 || x >= INT32_MAX / 2),
which is a tautology. If x is uniformly distributed, x < INT32_MAX / 2 will be true about three-
fourths of the time. However, due to the lifting, it will make the probability of each case 50%.

While lifting disjunctions has advantages, we can’t
perform it blindly, like the others. Consider the snippet
to the right. Suppose we decide to split the assertion,
but RecursivePred always return positive values. In the original form, n would’ve always passed
the assertion. However, after splitting, the branch with assert(n < 0) will always fail, leading to
needless backtracking.

Accordingly, we apply the heuristic of not splitting disjunctions that constrain the results of a
non-primitive generator call in both branches. This way, we are never increasing the likelihood
of a generator call’s result failing some constraint, when it wouldn’t have before the rewrite. It is
conceivable that we could be more aggressive, using a more complicated heuristic to determine
when to split disjunctions, though we have not seen a need to yet. Finally, we rerun the flattening
pass, which will pull all the picks and ifs to the top level.

let*x n = RecursivePred();
assert (n < @ || n >= 0);

3.4 Reordering

The final optimization pass reorders letxs, so that, for any logical constraint that is an equality
between a variable and an expression (ex: x == e), the variable (x) is generated after the free
variables in the expression (e). It also calls recursive generators as early as allowed and moves
assertions and assignments as early as it can. This means that, if backtracking is needed, it is known
as soon as possible.

For example, consider the generator Foo

on the right. We show all the intermediate generator (i32, i32, i32) Foo() {
graphs for Foo in Figure 6. let*x x = uniform<i32>();

We begin by building a graph of data letx y = uniform<i32>();
dependencies (Figure 6a). Traversing the let z = 10 + y;
generators, for each let* x = g, we add let w = uniform<i32>();
an edge from the variables in g to x. assert (x == y + z):

We construct two graphs of preferred
orderings, based on constraints. (We build
two graphs so that we can prioritize equality constraints over constraints referring to recursive
generators, in case of a conflict.)

return (x, y, w); 3}

Proc. ACM Program. Lang., Vol. 9, No. OOPSLAZ2, Article 413. Publication date: October 2025.



Bennet: Randomized Specification Testing for Heap-Manipulating Programs 413:17
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(a) Data dependencies. (b) Equality dependencies.  (c) Original ordering. (d) Resulting DAG.

Fig. 6. Reordering graphs for Foo

The first graph is for constraints of the form x == e (“equality dependencies”), adding edges
from the variables in e to x (Figure 6b). We skip this if e is just a variable y, since either y or x already
appears after the other. We do not add an edge if it would make the graph cyclic. Equality constraints
are our highest priority when reordering, since they only have one satisfying assignment.

The second graph is for constraints where a local variable (generated from a primitive) is
constrained by the result of a recursive generator. We call these “external call dependencies”. (There
are no recursive generator calls in Foo, so we omit this graph.) The reason for this heuristic is
that non-primitive generators are slower than primitive ones, so, when backtracking from these
constraints, it is faster to regenerate the local variable than call the slower one many times. Once
again, we don’t add any edges that would introduce a cycle.

We take our graph of data dependencies and add edges from the equality dependencies graph,
provided they don’t introduce a cycle. For external call dependencies, we add edges that don’t
introduce a cycle. We now have a dag that respects the data dependencies and tries to respect the
constraint dependencies, prioritizing equality dependencies over external call dependencies.

One might wonder if we can just do a topographical sort and use it as our final ordering. Indeed,
earlier versions of Bennet did this, but we found that arbitrarily shuffling the order of generation
(due to our graphs being under-constrained) made debugging our generators much more difficult.
If the user writes w after x and there is no reason to reorder them, we shouldn’t. A side effect of this
is that the user can suggest an order of generation to Bennet via the ordering in their predicate.

As a result, we take the ordering of variables in the original generator and add its edges to our
graph, provided they don’t add a cycle. In Figure 6c, the dashed edges are those that couldn’t be
added due to introducing a cycle, or already existing in the graph. Figure 6d displays the final graph,
which gives a fully constrained ordering: y, z, x, w.

Having calculated a variable ordering, we take the let*s from the original generator and place
them in this order. We also move assertions and assignments to appear as soon as all the variables
they reference are defined. This improves performance, as we check whether constraints are
satisfied as soon as all their variables are instantiated, backtracking immediately if necessary, rather
than wasting time generating values that will later be discarded. Since we avoid introducing cycles,
the order in which we consider constraints affects the final order, as the last edge in a cycle is the
one omitted. We do not choose a particular strategy and leave such investigations to future work.

In addition to the two main optimization passes detailed in 3.3 and 3.4, some lighter simplification
passes get run between each of the main passes. These include applying CN’s internal term simplifier
(a partial evaluator for pure terms) and introducing intermediate variables for struct and record
members, which gives a bit more flexibility for reordering.

3.4.1 Specialization. Now that we’ve reordered variables according to equality constraints, we’d
like to use them to improve our generators. For all letx* x = uniform() where there exists a
constraint of the form x == e and all variables in e are defined before x, replace it with let x = e.
We perform a similar specialization for inequalities, via a ranged generator built into our runtime.

Proc. ACM Program. Lang., Vol. 9, No. OOPSLAZ2, Article 413. Publication date: October 2025.



413:18 Zain K Aamer and Benjamin C. Pierce

3.5 Elaboration

The last stage of the pipeline is to compile our DSL down to C code that can be linked with the
system under test together with a test-running harness. Due to the low-level nature of C, we need
to reason explicitly about which points can be backtracked to, as well as memory management. We
also need to avoid recursion leading to stack overflows and non-termination.

We accomplish this by annotating our DSL in two major steps. First, we add a notion of “sized”
generators, inspired by QuickCheck [24] to ensure that our generators terminate and avoid stack
overflows. Second, we explicitly annotate which variables should be backtracked to, so that our C
implementation has the necessary information.

3.5.1 Sized Generation. Since Bennet makes random choices and generators can be recursive,
sometimes generators can recurse to the point of causing a stack overflow. As a result, we have a
stack depth limit of 255, where if it is exceeded, we throw an exception. However, this introduces
the question of which variables to regenerate to avoid the recursive call that resulted in the stack
depth being exceeded. As such, we introduce a new type of exception called a depth exception,
which is near identical to the assertion exception. The only difference is that when a call to a
generator fails with a depth exception, all variables that appeared in if-conditions are blamed.

While this stack depth limit prevents overflows, for data structures like trees, which branch,
there’s an exponential blowup of recursive calls, leading to a low chance of termination. QuickCheck
[24] solves this by restricting the size of the inputs generated.

We choose a size uniformly from 1 to the configured max input size, for each generation attempt.
We limit the depth of recursive calls by adding a size argument. If recursive calls exceed a stack
depth of size, we throw a depth exception. Recursive calls here is meant to be calls to generators
that can return to the current generator. So a recursive generator f can call another recursive
generator g while resetting the size argument, if there is no path in the call graph from g to f.

For each recursive function, we consider each path (through pick and if-else). At the end of
each path (at the first non-branching term), we count the number of calls that could lead back to
the current generator. If there is one recursive call, we call it with size - 1. Otherwise, if there
are n recursive calls, we call them with size / n.

In line with QuickCheck’s approach to sized generation, we restrict uniform<cty>() for un-
signed integers to be uniformly across an interval [0, size — 1], for a given size size. If the desired
type is signed, we sample from the interval [-size + 1,size — 1].

3.5.2  Backtracking Annotations. As given below, we make the possible paths of backtracking
explicit via two sets of annotations. You can also see the additional size variable.

Zelab = = pick([(n1, g1); .-.; (Nmy 8)]) TX | F(X7:€1, ..., Xn:epn, Size) Ty1, ..., Yo T X
|cty e :=e; gTx|let(n)x x = g; gTx|assert(lc); gTx]| ...

The first annotation is adding a “T x” tag to all the constructs that can cause backtracking,
signifying that x was the previous variable to be generated. If it is the first let* in a generator, we
use a special marker variable L, which backtracks to the caller.

The second annotation is on calls to other generators. It records the variables (} y1, .. ., yn) that
appeared on if-conditions on the path to this call. This one is used when the stack depth limit or
size is exceeded, to know which variables if regenerated could avoid a recursive call.

4 Implementation

We implement a C runtime for the elaborated form of our DSL, where each backtracking point
corresponds to a label and each exception thrown is a “goto” to the previous label. This includes a
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runtime library to manage backtracking information, e.g., which variables were relevant to a failing
logical constraint. For our PRNG, we use 64-bit Mersenne twister [56, 63]. To implement uniform
we use Lemire [49]’s method for sized integer generation and our built-in ranged generators.

To simplify memory management, all allocation and metadata for Bennet is stored in stacks, so
that, when backtracking to some variable x, we can reclaim memory simply by resetting the stack
pointers to their state before x was generated.

To allow failing counterexamples to be presented to the user, we compile preconditions into C
functions that, given the arguments to a function, synthesize a C program that produces the failing
input; this program is displayed to the user to help them understand the failure. This process turns
out to be surprisingly challenging: due to the non-determinism of the heap, identifying which
invariants of the memory to preserve is non-trivial.

5 Evaluation

We designed an evaluation to answer the following research questions (RQs):

e RQ1: Can Bennet generate tests satisfying preconditions in existing CN-annotated C code?

e RQ2: How does Bennet’s bug-finding effectiveness compare to AFL++ on complex recursive
data structures and critical code idioms?

e RQ3: How important are our two major optimization passes?

To address RQ1, we evaluated Bennet on examples from the CN tutorial [75] (5.1). To address
RQ2, we measured its performance on complex data structures and critical code examples in a
bug-finding study (5.2). To address RQ3, we performed an ablation study, disabling one or the other
of the two major optimization passes—lifting constraints to our DSL and reordering when values
are generated for variables. The results show that a significant number of tasks that are easily
solved by Bennet are no longer solved if we disable one of these optimizations (5.3).

We performed all our benchmarks on a MacBook Pro with an M3 processor and 36GB of RAM.
We used 20 trials for all our studies to account for variability. We used a Mann-Whitney U test—a
non-parametric test [52] recommended for evaluating randomized algorithms [6]. The results show
that, with ¢ = 0.01, Bennet performs (statistically) significantly better across most bug-finding
tasks that both tools were able to solve, both in terms of number of inputs and time taken to find a
bug. There were no tasks that AFL++ could solve that Bennet could not, nor did AFL++ perform
statistically significantly better on any.

5.1 Examples from the CN Tutorial

Our first experiment asks whether Bennet can generate initial memory states satisfying the pre-
conditions of examples from the CN tutorial. The tutorial includes 66 small examples exercising
many of CN’s features, such as pointers, arrays and recursive predicates, plus four larger case
studies—an imperative queue, singly and doubly linked lists, and a simple airport runway scheduler.
We reserved the runway scheduler for our bug-finding study and consider the other three here.

For the 66 small examples and the three remaining case studies, we found that Bennet can
successfully generate 100 passing inputs for (almost) every correct example and find failing cases
for every incorrect example, in fact finding two bugs in examples previously believed to be correct.
(The first was introduced in unverified code added for the Fulminate evaluation, where there was
an incorrect base case of n == 0, in a recursive function, when n was signed, instead of n <= 0.
The second bug was in a lemma, a trusted fact used to describe something that CN cannot prove,
used to prove correctness of pushing into the imperative queue case study.) A passing input is one
that satisfies the precondition and whose result satisfies the postcondition.
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Bennet can discard (give up on) generation attempts if it backtracks to the top level or exceeds a
set time limit. By default, 1000 failed attempts are allowed. For the non-buggy functions that were
able to be tested, none had more than five discards.

The lone function that could not be tested by Bennet was one whose precondition demanded
that the list given as input was a specific list. Since lists are recursively defined, Bennet does not
inline or unfold them at all, meaning that the generator was doing rejection sampling looking for
one particular input in this case. Bennet tried 1000 generation attempts and gave up on all of them.

With this one exception, all of the examples from the CN tutorial were successfully generated
and we were able to discover new bugs in some examples.

5.2 Bug-finding Case Studies

We selected six case studies to assess the bug-finding ability of Bennet. One of these comes from the
CN tutorial, as mentioned above. One comes from a demonstration of Fulminate [39] and another
from an open-source verification effort [29]. We wrote the last three case studies ourselves, to test
Bennet’s performance on more complex data structures.

To assess Bennet’s bug-finding ability, we used Etna [83], a benchmarking tool for evaluating
PBT frameworks. Etna allows us to automatically inject (manually described) faults into our case
studies, run multiple trials, and summarize the results. We extended Etna to support testing C
programs via Bennet and AFL++.

We adopted Etna’s terminology, which focuses on various tasks, each a pair of a mutant (a wrong
version of the code under test) and an executable specification embodying a correctness claim that
does not hold for the mutant code. The tasks are grouped into workloads, which are our nine case
studies. Each testing method is called a strategy; in our setting these are Bennet and AFL++.

For each task and strategy, we ran 20 trials with a timeout of 60 seconds, measuring the wall-clock
time it takes to find the bug. If a given strategy was able to find the bug in all 20 trials, we say
it solves the task. If it is able to find the bug in some of the trials, but not all of them, we say the
strategy partially solves the task. We display the results of this experiment in Table 1.

We used Fulminate to instrument the function under test for both Bennet and AFL++. Bennet calls
Fulminate and compiles the test code alongside synthesizing the appropriate generators. The real
time it takes to use the tool includes all these steps, so we included all of them in our measurements.
In the spirit of fairness, we also included the time to instrument and compile the function under
test in the reported times for AFL++. For context, instrumenting, building and running the program
int main() {return 0;3} took 0.09 seconds on average across 20 runs.

Since testing with AFL++ requires a fuzzing harness, each task in this evaluation is accompanied
by a hand-written harness. These harnesses convert bytes from the standard input into a valid
memory shape, check the precondition of the function (exiting if it fails), and call the function
under test. AFL++ is a mutation-based fuzzer that takes “seed” inputs and mutates them into new
inputs. We give AFL++ an empty seed to start.

Our results show that Bennet outperforms AFL++ across the board, finding more bugs faster. We
performed a Mann-Whitney U test with @ = 0.01, finding that Bennet’s average number of inputs
and average time to solve a task were (statistically) significantly better (lower) for 74 and 66 of the
74 tasks that AFL++ solves, respectively. AFL++ did not outperform Bennet on any of the tasks.

Fuzzers like AFL++ are typically meant to test full applications for hours, being evaluated for 24
hours or more [41], so these results are not entirely surprising. We chose AFL++ due to its use of
random input generation.

Critical Code. The first three workloads consider small pieces of critical code—the sort of code for
which testing is especially important, due to their the high cost of failure. One is a ring queue whose
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Table 1. Bug-finding study results, with lines of code (LoC) for each workload. For the workloads with multiple
versions of the predicate (Sorted List, BST, and AVL), the average is given. For tasks that were completely
solved, the mean and standard error of the number of inputs and time taken to find the bugs are provided.

Workload ~ Tasks LoC Bennet AL
Solved (Partial)  Inputs Time (s) Solved (Partial)  Inputs Time (s)
Ring Queue 4 203 | 4(0) 2.81(+£052)  0.10 (£ 0.00) | 3(1) 5253 (+ 764) 15.37 (+ 2.89)
Runway 6 293 | 6(0) 20.11 (£ 4.05)  0.50 (+ 0.01) | 6 (0) 18615 (+ 2404)  1.20 (+ 0.13)
MKM 2 871 | 2(0) 31.38 (£ 8.10)  0.37 (+ 0.00) | 2(0) 7181 (£ 808) 0.89 ( 0.11)
Sorted List 6 119 | 6(0) 7.83 (£ 1.70)  0.10 (+ 0.01) | 6(0) 2968 (£ 56) 0.32 (& 0.00)
BST 32 602 | 32(0) 7.72 (£ 1.51)  0.20 ( 0.00) | 32 (0) 8555 (+ 1156)  1.00 (% 0.12)
AVL 26 8005 | 26 (0) 7.99 (£ 1.46)  0.60 (+0.10) | 25(1) 12757 (+ 3031)  1.48 (+ 0.35)

mutants come from a demonstration of Fulminate [39] and whose predicate involves constraints on
valid indices into the underlying buffer. The second is an airport runway management simulation,
with many logical constraints on whether departures or arrivals are being allowed at a given time,
how many planes are waiting, etc. The mutants here involve altering a validity predicate used to
determine valid states, removing bounds or assertions of disjointness. The third is a real-world
mission key management system (MKM), which centralizes the management of secret keys, with
actions required to receive a key specified against a finite state machine. The mutants are alternate
implementations that cause invalid state machine transitions. The correct versions of all three
workloads have been formally verified with CN.

These workloads are simpler in their implementation than the data-structure examples described
above, but they involve complex logical constraints on their arguments. AFL++ was able to solve
all of the associated tasks, except one. The only task it failed to find, it failed in 3 instances, which
required a full queue to be generated. In contrast, Bennet was able to solve all 12. The difference in
number of inputs was massive, with Bennet using 1896x (Ring Queue), 1484x (Runway), and 358x
(MKM) fewer inputs. Bennet was also 165x, 2x, and 2x faster than AFL++ across these workloads.

Recursive Data Structures. The final three tasks consider recursive data structures with logical
constraints. None of these examples have been formally verified with CN. Instead, we write multiple
candidate predicates for each, reflecting multiple ways an author might express their intentions.
We explain the differences in detail for each case study below.

For the sorted list, there are three versions of the predicate. One is the standard list predicate,
except that, after each recursive call, it asserts that the current node’s value is less than or equal to
the head of the tail, provided it exists. Another version passes the previous value as an argument to
the predicate, wrapping it in an option. The final version passes the previous value as an integer.

The BST and AVL trees both have two versions of their predicates. There is one where the
ordering is checked after the recursive call and one where the valid range of keys is passed in as an
argument, (with minimum and maximum integers at the top level). Each of these versions vary in
difficulty for Bennet, with the main distinction being between the constraints depending on an
argument or the return value of a recursive generator.

The BST mutants are a combination of adapting mutants from How to Specify It! [38], alongside
some bugs that we discovered “organically” (by writing them by mistake) while writing the work-
loads. Bennet was 25x faster than AFL++ on 3 bugs related to deletion, which required a specific
shape of tree. For example, one bug could only be detected when deleting a key that existed in the
tree and had a leaf node as its right subtree.

The AVL tree’s implementation is based on an example from VCDryad [69]. The AVL mutants
are the BST mutants, plus some “organic” bugs. Four AVL tasks, that came from real bugs, have a
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(a) AVL tree (b) Airport runway simulation

Fig. 7. Effectiveness of Bennet after disabling each of the major passes.
B - Default (top), B = No Reordering (middle), B = No Lifting (bottom)

discrepancy between the specification and implementation on which rotation to perform when
both could apply. This bug can only be seen when rebalancing or deleting, which constitute the four
tasks—two for each version of the predicate. Generating a failing input for the rebalance function
is not that difficult, requiring an unbalanced tree with a child whose children are the same height.
Generating a failing input for deletion is more difficult, as you need a balanced AVL tree and a key
whose removal results in a tree as above. AFL++ failed to detect this bug in 2 out of 20 trials in the
version of the predicate that checks invariants after each call. However, it succeeded in every trial
for the other version of the predicate. The more complicated control flow of checking invariants
after recursive calls could explain the reduced effectiveness of coverage-guided fuzzing.

5.3 Ablation Study

We utilized Etna [83] once more to run the tests and generate the figures for our ablation study.
Etna uses task bucket charts for its result, which we adopt in this section.

Task buckets group tasks according to how
quickly a task is solved. If it is solved in less than 0.1 105 - -
seconds, it goes into the leftmost bucket; tasks that
aren’t solved go in the rightmost bucket.

For the ablation study, we focused on the AVL tree and the runway simulation case studies. We
chose the AVL tree since it is our most complicated recursive data structure, and we chose the
runway simulation because it has the most complicated logical constraints. We evaluated all tasks
with the reordering pass disabled and with the lifting pass disabled. The results appear in Figure 7

Looking at the AVL tree, we can see that 24 out of the 26 tasks could not be solved when the
reordering pass was disabled. This is because the AVL tree involves costly recursive calls for its
subtrees, which the reordering pass moves before the generation of the value at the current node.
Another important factor is that AVL trees must be both sorted and balanced. The reordering
pass moves logical constraints so they are evaluated as soon as possible. For the AVL tree, this
means checking if the two subtrees are balanced before generating a value for the current node.
This means the generator first finds two AVL trees whose height is within 2 of each other, before
generating a value in between them. In contrast, if reordering is disabled, Bennet will generate the
subtrees after the current value. After generating both of the subtrees, it will check if the new tree
is sorted and balanced. If the left subtree’s maximum is greater than the value at the current node, it
will backtrack and regenerate the right subtree before backtracking further to the left subtree. Since
generating an AVL tree is costly, it is better to regenerate the value at the current node instead.

It’s interesting to note that the only effect of lifting on the AVL tree is splitting the balanced
constraint and the sortedness constraint. Then, when generating a tree, it will check whether the
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tree is balanced before generating the integer value at the current node. Regenerating an integer is
not costly, so avoiding this provides limited benefit. However, since lifting changed the generator,
all the basic simplification passes get rerun. This overhead results in a net increase in the time
taken, pushing one task into a slower bucket.

For runway simulation, 5 out of the 6 tasks could not be solved without the lifting pass. Lifting
logical constraints, specifically disjunctions, means optimizing a dedicated generator for each case.
The runway simulation describes valid states with fairly complex boolean formulas; lifting breaks
apart their cases and builds optimized generators for each case. In fact, lifting logical constraints
allows the resulting generator to be backtrack-free.

6 Related Work

Bennet applies PBT techniques to testing C programs. We discuss related work from both areas.

Coverage-guided Fuzzing. Popularized by tools like AFL [88] and libFuzzer 2], coverage-guided
fuzzing (CGF) starts with a set of interesting example inputs, called seeds, which get mutated into
new inputs. Any inputs that increase coverage are added to the set of interesting inputs. CGF is an
active area with continuous advances from incorporating smarter mutation strategies [10, 48, 51, 73],
improving seed prioritization [13, 14, 37, 76], and using better feedback [8, 87].

It can require significant domain knowledge to write fuzzing harnesses, which convert fuzzer-
provided inputs into library calls. There has been significant work on synthesizing fuzz harnesses,
including GraphFuzz [36], Hopper [20] and OGHarn [82]. A recent tool, AFLLive [28], converts
fuzzer-provided inputs into structured inputs in a similar manner to JQF [65], per function.

JQF (specifically the Zest [66] algorithm) and Crowbar [84] take inputs generated by fuzzers
and use them as the source of randomness for PBT-style generators. This guarantees test inputs
satisfy validity properties or preconditions, while allowing the fuzzer to use coverage feedback to
mutate the randomness. Since, internally, our implementation builds a list of the numbers sampled
from our PRNG, which it can then treat as its source of randomness, it should be simple to set up
our tool to use input from a fuzzer instead. This should be a useful addition, as it would enable
feedback from the program under test, while preserving the precondition-satisfying guarantee of
our generators.

Constraint Solving. Prior work has developed numerous constraint-solver-based testing tools
for C, for example Euclide [35] and KLEE [15]. Many of our workloads utilize dynamic memory
allocation and recursion, both of which Euclide forbids. As a result, Euclide is restricted to testing a
much smaller class of programs. KLEE [15] and other concolic testing tools [31, 32, 81] are limited
by their ability to symbolically model more complex programs. Using KLEE with Fulminate poses a
dilemma: without instrumenting Fulminate’s runtime library, KLEE is able to explore very little, but
with instrumentation, it quickly runs out of memory. KLEE also requires harnesses to be written
which establish which variables to symbolically model and what preconditions exist. If an mistake
is made in the precondition assumptions in the harness, it will either lead to false positives (harness
isn’t strict enough) or false negatives (harness is too strict).

In terms of property-based testing, there are FocalTest [18, 19] and Target [80], which translate
their preconditions into a constraint logic program and an SMT query, respectively. Prior tools
on using separation logic for input generation, Java StarFinder [71, 72] and Concolic StarFinder
[70], are also based on translating their preconditions into SMT queries. These tools target Java,
a high-level language, and are limited to a decidable fragment of separation logic [47], using an
SMT solver to generate precondition-satisfying inputs. This translation does not allow user control
over the distribution nor give any guarantee of how the distribution will be shaped. While Bennet
does not give the user control over individual choices, it would not be difficult to add support for

Proc. ACM Program. Lang., Vol. 9, No. OOPSLAZ2, Article 413. Publication date: October 2025.



413:24 Zain K Aamer and Benjamin C. Pierce

annotating weights on the branches of if-statements. They also use a more restricted fragment of
separation logic, supporting fewer specifications.

Narrowing-based Generators. The idea of narrowing [4, 50, 85] is that values are lazily instan-
tiated when they are first used. It has been successfully applied in multiple projects for generating
constrained test data [21, 25, 30, 44].

Claessen et al. [22, 23] took advantage of the laziness of Haskell to generate near-uniform
distributions of constrained data, by applying their predicates to partially defined values. Luck [42]
is a language which combines constraint solving and narrowing, defaulting to gathering constraints
and allowing the user to annotate locations at which to generate a concrete value.

Our approach does not lazily instantiate values, nor gathers constraints symbolically, but rather
chooses a specific location to generate a concrete value, prior to their first reference. While a bit
similar to narrowing, it is fundamentally different, as we generate a value before calling a predicate,
while narrowing would delay its instantiation until it is first used within the predicate. One of
the main reasons for being explicit, about where values are instantiated, was to simplify control
flow for the C implementation. Implementing narrowing would add significant complexity and
bookkeeping to Bennet; it is left for future work. Adapting, Luck’s constraint gathering abilities
would require additional work past what is needed for needed narrowing.

Making Generators Better. We are not the first to consider how to take an existing generator
and automatically improve it. There has been much work focused on improving generators by
dynamically shaping their distribution during testing. Choice Gradient Sampling [34] targets
wherever a choice is made between branches and skews its distribution, such that generated
inputs pass later constraints more often. Unlike JQF [65] and Crowbar [84], which reuse existing
fuzzers, FuzzChick [43] adapted the core loop of coverage-guided fuzzing to property-based testing,
inspiring other efforts [57, 59]. RLCheck [77] used reinforcement learning to guide the generation
towards valid inputs. All of these approaches provide ways to improve an existing generator, and all
could be adapted to our setting. However, they act at test time, which is orthogonal to our objective
of synthesizing more efficient generators to begin with.

In contrast, DRAGEN [58, 60] uses compile-time heuristics to predict and optimize the distri-
bution of outputs towards a user-specified distribution. Instead of optimizing the distribution of
our generators, we instead focused on producing valid inputs quickly. However, the branching
processes technique of DRAGEN could potentially be adapted to Bennet to improve our generators’
distributions.

7 Limitations and Future Work

We have shown how Bennet can efficiently generate random C memory states satisfying separation
logic preconditions, allowing for efficient, effective random testing. However, Bennet has some
limitations as it stands.

All of our optimizations after inlining non-recursive generators are intraprocedural, so the intro-
duction of recursion can disable many of these optimizations. For example, an equality constraint
that constrains the result of a recursive generator. In such cases, specialization will not be effective,
and the likelihood of generating a satisfying input may be very low. In case of BSTs, suppose one
wanted to add a lower bound for subtrees, by adding an assertion on the result of each recursive
call. If the lower bound was higher than the max input size, Bennet would not be able to satisfy it,
because sized generation limits the range of integers. Also, since specialization uses simple pattern
matching, more complicated (in)equalities are not used to improve our generators.

Bennet’s runtime uses a simple pointer generation method where newly generated pointers
point to successive, adjacent memory cells. While this works well for many data structures, it
can fail to find certain bugs related to aliasing. To support better generation, the runtime needs
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to be able to perform more bookkeeping to undo assignments if they later turn out to be to a
wrongly aliased pointer. The memory management scheme, a simple bump allocator, has its own
restrictions. If a pointer p is generated after the pointer q, p will always be greater than g (or NULL).
Implementing a randomized allocator could help achieve a more balanced distribution of possible
heap arrangements. For reproducibility, it should also be deterministic, similar to KDAlloc [79].

When the user of Bennet encounters an error, it will synthesize a C program that rebuilds
the failing input, allowing the user to inspect it and potentially add it to a regression test suite.
The current version of Bennet can synthesize counterexamples for all the inputs our generators
create. However, since memory allocation is non-deterministic, the counterexample synthesizer
must consider which invariants to preserve, such as alignment, ordering and the distance between
pointers. For example, a function may have stricter requirements on pointer alignment than its type
indicates. As we improve our implementation, e.g., with a randomized allocator, this synthesizer
will need to be expanded significantly.

The fundamental loop of property-based testing is that inputs are generated, tested, and—if they
fail—minimized, or "shrunk,” as much as possible. Bennet does not currently support shrinking.
We conjecture that failing inputs that have shorter paths through the precondition are generally
“smaller” inputs. Prior work on minimizing the choices made during generation, in order to minimize
test cases [33, 53], could possibly be applied.

CN also supports a form of iterated resources, which are used to represent arrays. Bennet currently
only provides basic support for these—in particular, it is not able to efficiently satisfy constraints
between different elements of an array. Such constraints are important in systems software like the
pKVM buddy allocator, a case study from the original CN paper [74].

Bennet doesn’t depend on CN’s specification language, but rather the fragment of separation logic
it desugars to. Many tools use basically the same fragment, where the use of existential quantifiers
is restricted, so Bennet could be adapted to compiling their specifications into generators.

Bennet could also be adapted to other programming languages that have seen use in applying
separation logic, such as Rust or Java. In both cases, there is more information about aliasing and
the amount of memory that can be allocated, allowing for alloc to be simplified. However, our
DSL and optimizations would still be useful for satisfying logical constraints. Moreover, even in
memory-safe languages like Rust, unsafe code is still used, and this would require all of Bennet’s
allocation and assignment logic, as in C.
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the numbers in Table 1 and Figure 7.
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